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1. Welcome to PA-NEDSS

1.1. Introduction

WelcometoPA -NEDSS, Pennsyl vaniab6s version of the National
Surveillance System.  PA-NEDSS is aw eb-based application developed for the Pennsylvania

Department of Health ( PA DOH) to facilitate public health disease r eport ing, surveillance and

tracking. PA -NEDSS electronically transmits disease r eport s from hospitals, laboratories,

and physicians across the Commonwealth t o the district, county and municipal health

departments and DOH Central Office staff . As disease r eport s are submitted by you or

members of your organization , public health staff  can access the submitted reports and

begin investigations  from them based on the information you enter

1.2.  Purpose

The Disease Report er Guide is designed to help  disease r eport ers learn how to use PA -
NEDSS. This guide provides detailed instructions on all functionality currently available to
disease r eport ers in PA -NEDSS.

1.3. Organization of the Disease Reporter Guide
The Disease Report er Guide is organized into  six sections .
Getting Started in PA -NEDSS

Using Administrative Functions

Entering a Report

Submitting a Report to the PA DOH

Using Inboxes

=A =4 =4 =4 -4 =4

Conducting a Search

'5 pennsylvania Version1 7.2 7 19 June 2018
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2. Getting Started in PA-NEDSS

This section will help you get started using PA -NEDSS. You will learn  how to :
1 Register ingin PA-NEDSS
1 Logging Onto PA -NEDSS
1 Managing your PA-NEDSS session
0 Logging Off of PA -NEDSS
o Contact Us
o Edit User
0 Renew Session
1 About the Disease Reporti  ng Location Screen

o Identifying a Reporting Location

2.1 Registering in PA-NEDSS

This section reviews how to register with PA  -NEDSS and log on for the first time. You must
register with PA  -NEDSS before you can log on to the system. Once your registration reque st
is completed, you will receive a unique registration number and pass code via email from
either the Prime Contact of your Organization or the PA DOH Security Officer . Your
registration number and pass code is unique to your user account.

Step | Action

4
Open Internet Explorer e , type https://www.nedss.state.pa.us in the

Address bar (Figure 2.1 -1), and press Enter onyour keyboard to display the
PA-NEDSS Log On screen (Figure 2.1 -2).

@ PA-MEDSS: Welcome to PA-MEDSS - Windows Internet Explorer

I'\.._../'“\.._..j |§, https://www.nedss.state.pa.us/nedss/

Go glE |E| -" Search '1' @ - I:%'

Wk [{é PA-NEDSS: Welcome to PA-NEDSS ] \

5] - 'ﬂ? Bookmarks ~ '@—’ Check -

Commonwealth of Pennsylvania

DEPARTMENT OF HE
LIC AT TLE Electronic Disease Reporting

Figure 2.1 -1:1 nternet Explorer Address Bar.

DEPARTMENT OF HEALTH
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2. Atthe Welcometo PA-NEDSS Home Page (Figure 2.1  -2), clickthe Activate
your account here _link to display the ~ PA-NEDSS System Registration ~ screen .

2 PA-NEDSS: Welcome to PA-NEDSS - Microsoft Internet Explorer.

=10l x|

Commonwealth of Pennsylvania

DEPARTMENT OF Electronic Disease Reporting

Welcome to PA-NEDSS, Pennisylvanials version of the National Electranic Disease Surveilance System

Log On to PA-NEDSS

hime 1S User Hame
< HEDSS? [ ——
Activate your account |
Password

You are connested to: Log On Details:
Learn more about Secure Sign-in

and Technical Bulletin

annectto real, live
disease reporting here

Privacy Policies
Commonwealth Privacy Policy
of Health's Exception to the C Privacy Polic:

Copyriant @ 200 by the Cemmonueatth of Pennsylvania. Al Rights Reserved.

Figure 2.1-2: Activate Your Account Here Link on PA-NEDSS Log On Screen.

3. On the PA -NEDSS System Registration screen (Figure 2.1 -3), confirm you have

the information you need to complete the process , such as contact information
and registration details , and clickthe Next button to display the PA  -NEDSS
System Registratio n Authorization screen.

i PA-NEDS5: Pennsylvania's Electronic Disease Reporting System - Microsoft Internet Explorer

=10l x|

Commonwealith of Pennsylvania
DEPARTMENT OF Electronic Disease Reporting

PA-NEDSS System Registration

Vielcome 1o the PA-NEDSS system registration process . You wil nesd an email address in order to successfuly register
In sdeftion to an email adeiress, you wil nesd te provide basic personal contact informtion

System registration invalves seversl steps as defined helow,

+ Selecting a User name and strong password to Lss for the ste
=« Providing your contact information

If you sre ready to continue, plesse click the Next button below 1o start the process.

Figure 2.1-3: PA-NEDSS System Registration Screen.

ﬂpennsylvania Version1 7.2 i 19 June 2018
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4. On the PA -NEDSS System Registration Authorization screen (Figure 2.1 -4),t ype
in the Registration Number and Pass Code provided thenclick the Next button to
display the Commonwealth Privacy Policy screen .

Note: Be sure to type the information exactly as it appears since these fields are
case sensitive

<) PA-NEDSS: Pennsylvania's Electronic Disease Reporting System - Microsoft Internet Explorer

=101 x|

Commonwealth of Pennsylvania

DEPARTMENT OF Electronic Disease Reporting

PA-NEDSS System Registration Authorization

Flease Use the Registration Humber and Pass Corde that is included in the information that you received from your organization or the two ermsils from the Pennsyhearia Department of Health to complete your P4 -NEDSS
registration

Flease erter this infarmation in the boxes below, and cick the hext buttan to continue. Notes You do not nesd to memorize yaur Registration Number; you wil nat need it to access PA-NEDSS in the fulure.

Registration Humber | ——
Pass Code

The information you must enter in these bioxes s case sensive.

Figure 2.1 -4: PA-NEDSS System Registration Authorization Screen .
5. The Privacy Policy is a legally binding agreemen t. | f you agree to the terms and
conditions of the Commonwealth Privacy Pol icy, Adrygpeod ii n the f

(Figure 2.1 -5), andclickthe Next button to display the PA-NEDSS System
Registration screen

Note: You will not be able to continue if you disagree with the policy.

'5 pennsylvania Version1 7.2 i 19 June 2018
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i Commonweaith of Pennsylvania
DEWT“E\TOF Electronic Disease Reporting

Privacy Policy

In order to use the systemto report new diseases, of 10 enter information on existing cases, it will be necessary
for you to review and agres to the following terms and conditions.

Commeonwealth Privacy Policy

Fo this particular Commanuweath Vel ste, the folowing are exceptions to the Commonweath's Privacy Policy:

+ The ot ani the Depatment of Heatth reserve the ight to oontact any
subseriber to verify the correct identty of any subscriber or deta entered inta this system or to communicate important
public health information

@ Data collected inthis system is deemed to be conficertial public health data and therefore is ot subject to access by the
public

o Asapaticipart inthe electronic disease reporting system, established by the P2 Department of Heafth, here in after
referred to as Department, | understand that | am responsible for maintaining the seeurty of my User ID and Password .|
understane that | shall nct share or transter my User ID andior Passsword to any other individual or organizetion. Al of the
patient specific information transmitted to the Department is confictential under the provisions of the Disease Prevention
and Gontrol et of 1958, as amended, and the Department's regulations issued under the authorty of the same statute

I veturn for myfour participation || Understand that the Department wil provids the sapasity for the recelt of reports on
the cases submitted, hoth statistical and graphic; allove me access to view the completed record on those cases which |
have submitted; and previde @ communications route between the Departmert and myself

@ Finally, |uncierstand tht the Department reserves the right to restrict or cancel any prier approval for membership in this
reporting system inthe vent that my license a3 & medical care provider is reyo) uspended of ot renewed, for any
veason, by the ltensing board; o my User 1D andiar Password i g

Enter Your Agreement
[Type Agree or Disagree in the box]

Ll

Figure 2.1 -5: Privacy Policy Screen.

6. On the PA -NEDSS System Registration screen (Figure 2.1-6), complete the
Account Information and the Basic Personal Information sections. Fields marked
with a red asterisk ( *) are mandatory. You will not be able to advance to the
next screen until all mandatory fields have been completed.

In the Account Information section, create a User Name and Password that you
will use to access PA -NEDSS.

User names can be any combination of le tters or numbers and are not case
sensitive. Please do not use spaces, hyphens, underscores or any other special
characters ( -, _, ?, &, etc.). Note instructions on right side of screen.

sensitive. The password you select must be different from your user name and
your first or last name. Note instructions on right side of screen (Figure 2.1

Reenter your password in the field provided to confirm the password.
Select a Security Question from the Security Question drop -down menu.

Enter your Security Answer to the security question in the field provided. Note
instructions on right side of screen.

Note: Be sure to select a security question and provide an answer. This security
feature will assist the Help Desk in positively identifying you when you call

In the Basic Pers onal Information section enter your First Name, Last Name,
Email Address, Confirm Email Address, and Telephone Number (Office) in the
fields provided.

Note: For Confirm Email Address and Telephone Number, see instructions on
right side of screen.

For addit ional help completing the Account Information and the Basic Personal
Information sections of the PA -NEDSS System Registration screen, click the
button on the upper  -right side of each section.

Note: If you are a physician, select your specialization fr om the drop -down
menu.

Passwords must be at least 12 characters long with at least one capit al letter (A 1
Z), one lower case letter (a T z), and one number (0O T 9). Passwords are case

requesting a password reset or any patient or user account -specific information.

-6).

Help
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In addition, provide a Tax ID and/or the National Provider Index (NPI) number
when registering.  Currently, the  Centers for Medicare and Medicaid Services isin
the process of establishing the NPI with the goal of providing one master list of all

providers assigned to  a unique identification number. The NPI number is not
generated by or furnished by PA  -NEDSS.

7. Click t he Next button to process the registration (Figure 2.1 -6).

PA-NEDSS System Registration

P —— Coew |

User Name e
I b Begin with a letter, and use only letters (a-2) of letters and numbers (0-9). Do not use:
spaces or special characters. The user name is not case sensitive. Example, jsmith or
Jsmitht
Password I:l * Must be at least (12) characters long, contain at least one number (0-8), and at least one
uppercase and one lowercase letter (A-Z, a-z), but no spaces. Must not contain the User

Name, or your first or last name. Make sure it is difficult for others to guess! The password

Password Confirmation ee— is case sensitive.
Password Hint /] Choose a hint that will help you to remember your password in the event that you forget i

If you chose ih8theCold as a password, an appropriate password hint might be | dislike
winter.

Security Question
v [ Wnat s your all-time favorite sports team? /| *

Secunty Anster I

Basic Personal Information

prn
FirstName [
Middle Initial(s) |:|
Last Name (I
surix —

::gﬁm\ Email = An email address where you would like to receive Health Alerts sent by the Department of
Iress Health, and confirmation of registration and delegation.
Telephone Number I:l * Atelephone number where we can contact you. The extension field is optional.
v

[¥ou must provide a Tax ID and/or NPT Number in order to register in PA-NEDSS.

P T [——

p——— E—

Figure 2.1-6: PA-NEDSS System Registration Screen .

DEPARTMENT OF HEALTH
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8. When the registration has been successfully processed , the screen will refresh

notifying you to click the fat Home link to login (Figure 2.1 -7). Click the fat Home
link to display the PA-NEDSS Log On Page (Figure 2.1 -8).

2 PA-NEDSS: Pennsylvania's Electronic Disease Reporting System - Microsoft Internet Explorer

=[olx|

Commonweglth of Pennsylvania
DEPARTVENT OF Electronic Disease Reporting

o ik to g
< 2} ome

Figure 2.1-7: Successful R egistration Completion Screen .

2 PA-NEDSS: Welcome to PA-NEDSS - Microsoft Internet Explorer

=101

Commonwealith of Pennsylvania
DEPARTMENT OF Electronic Disease Reporting

Welcome to PA-NEDSS, Pennisylvanials version of the National Electranic Disease Surveilance System

Log On to PA-NEDSS

Firsttime user of PA- User llame

NEDSS 7 I e
Activate your account

o Password

You are connested to: Log On Details:
Learn more about Secure Sign-in

Cannectto Training Materials:
learning and education Hew U: and Technical Bulletin
here Online Training

Connectta real, live

disease reporting here Privacy Policics

Commonwealth Privacy Policy
of Health's Exception to the € Privacy Polic:

Copyriant @ 200 by the Cemmonueatth of Pennsylvania. Al Rights Reserved.

| contactus

PANEDSS v 13107 Cluster TST

Figure 2.1 -8: PA-NEDSS Log On Page .

DEPARTMENT OF HEALTH

ﬂpennsylvania Version1 7.2 i 19 June 2018
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2.2. Logging On to PA-NEDSS

After registering, you may log on and start  entering and working with disease reports.

Step | Action

1. 4
Open Internet Explorer (} , type https://www.nedss.state.pa.us in the
Address bar , and press Enter on your keyboard to display the Welcometo PA-
NEDSS Log On page (Figure 2. 2-1).

2. Type your PA -NEDSS user name and password in the fields provided and click
the Log On button (Figure 2.2  -1)

2 PA-NEDSS: Welcome to PA-NEDSS - Microsoft Internet Explorer

=101

Commonwealith of Pennsylvania
DEPARTMENT OF Electronic Disease Reporting

EALTH

‘Welcome to PA-HEDSS, Pennsylvania's version of the National Bectronic Disease Surveilance System.
Log On to PA-NEDSS

Firsttime user of PA- User llame
NEDSS 7

Activate your account
here.

Its fast and easyt

You are connested to: Log On Details:
Learn more about Secure Sign-in

nnnnnnnn Trai Mate ls:

|earning and education lew User Gi and Technical Bulletin

here Online Training

ror i |

Commonwealth Privacy Policy
of Health's Exception to the C. Privacy Polic
[* ContactUs. PANEDSS v 13.0.7 Cluster TST,
Figure 2.2-1: PA-NEDSS Log On Screen .
2. Type your PA -NEDSS user name and password in the fields provided , and click

the Log On button (Figure 2.2  -1) to display the Welcome to PA -NEDSS screen
(Figure 2.2 -3).

Note: Before th e Home Page is displayed, you may be presented with a pop -

up window asking if you would like to close the window (Figure 2.2 -2), click
Yes.
Windows Internet Explorer @

f 1 The webpage you are viewing is trying to close the window.,
L

Do you want to close this window?

Figure 2 .2-2: PA-NEDSS Log On Pop -Up Window.

'5 pennsylvania Version1 7.2 i 19 June 2018
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& https:fiwww. nedsstraining.state. pa. usfZPwdExpDays=952 - PA-NEDSS: Online Disease Reporting - Windows Internet Explorer

Commaonwealth of Pennsylvania User: VIIWPhy |, Session expires: 29 minutes
DEPARTMENT OF Electronic Disease Reporting
Log Off | Contact Us | Edit User | Renew Session
‘ Home | | Search/Report w | | Inbox v| | Alerts | | Analysis & Reports | | Administration
PANEDSS >Welcome & print page
Welcome to PA-NEDSS
This electronic diseass reporting system was developed to help members of Pennsylvanis's medical community - people like you — get information o the Depatment of
Heslth in & mere efficient and effective mannar.
p Displays a brief summary of the functionality found on each of the navigational buttons above.
Training
Online Training : Learn more about online training opportunities on PA-NEDSS.
Training Materials : Quidk Reference Guides (specifically orested for hozpital, lsborstory, snd physicizn users), snd varicus user manuals.
Documentation
What's New In PA-NEDSS : Find cut about the latest systemn enhanocements and new features.
Release Notes : View the cument release notes
Archived Release Notes : View the histery of release notes.
Hot Key Combinations : View = list of the Hot Key combinations available in the application.
Additional Resources
Disease Reporting Tools Government Sites
HIVIAIDS Electronic Reporting Requirements - Hov 2005 Update CcDC
Disease Reporting Regulations PA PowerPort 1
Notice Requiring Electronic Reporting PA Department of Health
PA Reportable Diseases CDC Emerging Infectious D
I i o CDC Case Definitions 2
J Trusted sites w100 T

Figure 2.2 -3: Welcome to PA -NEDSS Screen.

2.3. Managing Your PA-NEDSS Session

After logging into PA  -NEDSS, it is important to understand how to manage your session.
Important functions for managing your session are located in the upper right corner of the
Welcome to PA -NEDSS Home Page (Figure 2. 3-1).

The User feature displays your username . The Session expires feature is a security
feature which provides a count -down in minutes , starting from 30 minutes to the time you
will be logged off of PA -NEDSS, if you have not performed a save feature, renewed your
session, or n avigated to a new page . There is a session expiration  pop-up warning two
minutes before the a  utomatic log off occurs

Note: PA-NEDSS does not have an automatic sa ve feature. If you log off of PA -NEDSS or
are logged out of PA  -NEDSS due to session inactivity  , any unsaved changes will be lost.

& https:/hwww. nedsstraining.state. pa. us/?PwdExpDays-952 - PA-NEDSS: Online Disease Reporting - Windows Internet Explorer

Commonwealth of Pennsylvania

DEPARTMENT OF Electronic Disease Reporting

User: WJWPhy , Session expires: 29 minutes

Log Off | Contact Us | Edit User | Renew Session

| Home ||Sean:hJREpurl v || Inbox '|| Alerts ‘ | Analysis & Reports || inistration

PA-NEDSS >Welcome & print page

(2]

Figure 2.3-1: Session Management

"; pennsylvania Version1 7.2 i 19 June 2018
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2.3.1 Logging Off of PA-NEDSS

Due to the sensitive nature of information in PA -NEDSS and to protect patient privacy, you
should log off of PA  -NEDSS when you are not actively worki ng in the system. To do so, ¢ lick
the Log Off link (Figure 2.3.1 -1). After logging off, the Session Termination screen is

displayed (Figure 2.3.1  -2).

https:/hwww. nedsstraining.state. pa. us/?PwdExpDays=952 - PA-NEDSS: Online Disease Reporting - Windows Internet Explorer

Commonwealth of Pennsylvania

DEPARTMENT OF Electronic Disease Reporting

N WJWPhy | Session expires: 28 minutes
Qpntact Us | Edit User | Renew Session

PA-NEDSS >Welcome & print page

| Home ||Sean:hJREpurl v || Inbox '|| Alerts ‘ | Analysis & Reports || Administration |

+]

Figure 2.3.1 -1: Log Off Link.

At the Session Termination screen (Figure 2 .3.1 -2), you have been successfully logged out of PA -
NEDSS. The browser will redirect itself to the log on page in 10 se conds. | fthe bro wser does not

redirect, you can  click the here link. If you want to close the window , click Close

Commonwealth of Pennsylvania
DEPARTMENT OF Electronic Disease Reporting

Session Termination

You have been dizsconnected from the system. The browser will gfdirect it=elfNg the logon page in 10 seconds. If you wish to
proceed there now, or if the browser does not redirect, you mayfclick here.

Figure 2.3.1 -2: Session Termination Screen.

2.3.2 Contact Us Link

You can make suggestions or communicate technical problems regarding PA-NEDSS to the
DOH Help Desk using the Contact Us link (Figure 2.3.2 -1).

- htips:/hwww. nedsstraining.state. pa. us/?PwdExpDays=952 - PA-NEDSS: Online Disease Reporting - Windows Internet Explorer

Commonwealth of Pennsylvania U

PRy |
DEPARTVENT OF Electronic Disease Reporting 4

ContactUs |E

sion expires: 29 minutes

User | Renew Session

| Home ||SearchJRBporl v || Inbox v|| Alerts ‘ | Analysis & Reports || Administration

PAJNEDSS >Welcome &h print page

Search last name []

Figure 2.3.2 -1: Contact Us Link.

'5 pennsylvania Version1 7.2 i 19 June 2018
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1 After clicking the  Contact U s link, the Contact Us screen is displayed
(Figure 2.3.2 -2).

2. If you want to contact DOH by e -mail, click the  Use the Web Form _ link (Figure
2.3.2 -2) to display the Contact Us Online screen (Figure 2.3.2 -3).

Note: If you prefer to contact the PA DOH by phone, refer to the contact
information provided. Once you have the information you need, you can click

the ﬁ' Home link to return to the Welcome to PA -NEDSS screen (Figure 2.3.2 -
1). Click the  Back link to go back to the previous screen.

- https: fiwww. nedsstraining.state. pa. usf - Pennsylvania's Electronic Disease Surveillance System, - Windows Internet Explorer

Commonwealth of Pennsylvania User: WIWPhy |, Session expires: 30 minutes

DEPARTMENT OF Electronic Disease Reporting

Log Off | Contact Us | Edit User | Renew Session

| Home ||Sean:h.l'Repur( - || Inbox V|| Alerts || Analysis & Reports || Administration

PA-NEDSS & print page

Contact Us

We welcome your feedback and would like to hear from you. You
can reach us:

PhoRe (717) T83-9171

Post TS Uepartment of Health
Health and VWelfare Building
7th & Forster Streets

ST T2 0

Onling Use the Web Form

< ﬁ Home | Back

y

Figure 2 .3.2-2: Contact Us S creen.

4. On the Contact Us Online screen (Figure 2.3.2 -3), enteryour  Full Name and
Email Address in the fields provided, select a fiThe Note is Related To 0 option,
and add some remarks in the i Tel IAbolt# o box.

Note: Ifyoudonot have your own email address, please be sure to provide a
phone number at which you can be reached in the body of y our email when
providing a shared email account.

Fields marked witha  red asterisk ( *) are mandatory. You will not be able to
send your e -mail until all mandatory fields have been completed.

Clickthe Send button to send youre -mail or clickthe  Cancel button to cancel
the e-mail .

'5 pennsylvania Version1 7.2 i 19 June 2018
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is https: fiwww. nedsstraining.state. pa. usf - PA-NEDSS: Untitled Page - Windows Internet Explorer

Commonwealth of Pennsylvania User: WWWPhy |, Session expires: 30 minutes
DEPARTVENT OF Electronic Disease Reporting

Log Off | Contact Us | Edit User | Renew Session
| Home | | Search/Report A | Inbox A | Alerts | | Analysis & Reports | | Administration

PA-NEDSS

O print page
e |

Contact Us Online

The Note Is Related To

O Feature RequestEnhancement *
O Technical Problem

O General Information

O otner
Tell Us About It

Pleaze include information that will help
us address your problems or concerns.

Please alzo provide a phone number
where we may be able to reach you if

necessary,

* - denaotes required field

PA-NEDSS v 14.0.1 Clustar TRN m )

Done

J Trusted sites #100% -

Figure 2.3.2 -3: Contact Us Online

After clicking Send, the e -mail is sent , and the Submission Accepted

screen is
displayed (Figure 2.3.2  -4).

Click the Home button to return to the Welcome to PA -NEDSS screen .

Click the fal Home link to log out and return to the Log On to PA-NEDSS screen.

(= hitps:/iwww. nedsstraining.state. pa. us/ - PA-NEDSS: Untitled Page - Windows Internet Explorer

Commonwealth of Pennsylvania User: WIWPhy | Session expires: 30 minutes
DEPARTMENT OF ic Disease Reporting

| Home | |)ean:h.l'Report A | Inbox A | Alerts | | Analysis & Reports | | Administration
N

Log Off | Contact Us | Edit User | Renew Session

PA-NEDSS

IE’I print page
e |

Submission Accepted

our note has been =ent to our support center.

ou will be contacted by someone as soon as possible.

Figure 2 .3.2 -4: S ubmission Accepted Screen

)l pennsylvania Version1 7.2 17 19 June 2018
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2.3.3 Edit User Link

If any of your personal information changes, especially your e -mail address, please update
your user profile in PA -NEDSS immediately by click ing the Edit User link or clicking the
Administration b utton and the nthe Update User Profile  link (Figure 2.3.3 -1).

Note: For information on how to upda te your personal information, refer to Section 3, Using
Administrative Functions, Section 3.2, Updating your User Profile.

Commom\_fea!r_h of Pennsylvania User: WJWPhy |, i pires: 30 minutes
Electronic Disease Reporting ~ ~~ Logoff Contact {5  Edituser )enew Session

| Home ||Search.'Report b ‘ | Inbox v|| Alerts || Analysis&Reponsq| Administration |

PA-HEDSS > Administration lE’lprintpaga

Administration

Add Designees

M N - N N
Change Password Add designess who will use PA-NEDSS to report information on

Update your password, and change your password hint.

your behalf.

Show Designees
Update User Profile Dizplay a list of designees who are registered with PA-NEDSS and
Update User Profile are reporting on your behalf

Hotify DOH of Staffing Changes
Send an email to the DOH Security Officer to make us aware of changes in staffing
(employment termination, job re-assignment, tc.).

Figure 2.3.3 -1: Update User Profile  Link and Administration Screen .

2.3.4 Renew Sessio n Link

As mentioned above,y our account and session information is located in the upper -right
corner of the screen. You will notice the session expiration clock to the right of your user

name. This clock counts down from 30 minutes. If after 30 minutes yo u have not performed
any save actions, have not navigated to a new screen or renewed your PA -NEDSS session,
you will be logged off of PA  -NEDSS. It is important to note that PA -NEDSS does not have an
automatic save feature. If you are logged off due to sess ion inactivity, any unsaved changes
will be lost.

Your session is renewed each time you navigate through different screens or save data. You
can also renew your session at any time by clicking the Renew Session link to reset your
Session expires time to 3 0 minutes (Figure 2 .3.4 -1).

Commonwealth of Pennsylvania User: WJWPhy | Session

DEPARTVENT OF Electronic Disease Reporting

ires: 30 minutes

Log Off | Contact Us | Edit UseN Renew Session

| Home ||Sean:h.l'Repur( - || Inbox V|| Alerts || Analysis & Reports || Administration

PA-NEDSS IE’IPr’iI'\TpﬁgE

Figure 2.3.4 -1: Renew Session.

After your time is renewed, a window is displayed confirming the time period renewal. Click
the Close button to close window and continue with your work (Figure 2 .3.4 -2).

‘;‘" pennsylvania Version1 7.2 i 19 June 2018
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/= https:/Awww.nedsstraining. .. |._

Session Management

our seesion has been renewed. Please close this
window to centinue yvour work.

Ce=D

Figure 2 .3.4 -2: Se ssion Renewal Confirmation Pop-Up Window .

If you do not renew your session , awindow is displayed warning you that your session will

expire in two minutes (Figure 2 .3.4-3).

Click the Renew button to renew your session time to 30 minutes. After your time i S
renewed, a window is displayed confirming the time period renewal (Figure 2.3.4 -2). Click

the Close button to close window and ¢ ontinue with your work

Note: If you do not renew your session, your session will terminate and y ou will be
returned to the  Log On to PA-NEDSS screen .

= hit ps:/hwww_nedsstraining. .. :||:,[3__(|

Session Expiry Warning

“our application session wil expire in 2 minutes if
vou de not renew it. You may renew your 2ession
by navigating to ancther page, or by =imply clicking
the renew button below (a new window will cpen
te confirm the successful update to the database).

If you do not renew your esszion, you wil be
dizconnected from the sy=stem and returned to the
main Login page.

—~

| Renew | ctose |

Figure 2 .3.4 -3: Session Expiration Warning

"; pennsylvania Version1 7.2 i 19 June 2018
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2.4. About the Disease Reporting Location Screen

Prior to entering disease reports, users must select a disease reporting location or add a
new location, if necessary. This is required of  organizations with multiple locations in
different reporting jurisdictions.

2.4.1 Identifying a Reporting Location

1. Upon logging into PA  -NEDSS, you may be taken to the Reporting Location
screen (Figure 2.4.1 -1). Before you can report, you need to select a reporting
location.
If your reporting location is listed, select the location ™, and clickthe Next
button.
If no reporting locations are |isted, the

|l ocations existod anAdd)Newlodtiom link|(Figerk2.4t Hel) to
add your reporting location

If reporting locations are listed, but your location is not listed, you can click the
Add New Location _ link (Figure 2.4.1 -1) to add your reporting location.

After clicking the  Add New Locatio n link (Figure 2.4.1 -1), the A dd New Reporting
Location pop -up window is displayed.

Note : You must select a reporting location if multiple locations exist for your
organization. If you do notselecta  reporting location and you click the Close
Window butt on, this will close the PA -NEDSS window and end your session
(Figure 2.4.1 -1).

- https:/hwww.nedsstraining.state. pa.us/ZPwdExpDays=984 - PA-NEDSS: - Windows Internet Explorer

i i & print page
Reporting Location
© Main Street Palmyra, New Jersey 19103 * Before you can report, you must select
the location from which you are reporting
© 1221 Main Strest Falmyra, News Jersey 19130 (.., your office). If the appropriate
location does not exist, please click Add
PA g 245
o New Location to add it.
| Close Window
~S——

Figure 2.4 .1-1: Locations Displayed on  Reporting Location  Screen .
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On the Add New Reporting Location pop -up w indow (Figure 2.4.1  -2), enter your
location information , and clickthe Add button to add the location.

Fields marked witha  red asterisk ( *) are mandatory. Y  ou will not be able to
advance to the next screen until all mandatory fields have been completed.

Commonwealth of Pennsylvania

DEPARTMENTOF Electronic Disease Reporting

Add New Reporting Location

Location Information

Street Address Enter the addres= of the building where you work,

az it might appear on an tem sent inthe mail

?:lit';zzillilne 2 | Although it is not required, you may wish to use
L4 both lines if you have a post office box, a rural
City | s route of & specific mail stop at & large facility
State IPenﬂsy\vania Tl *

County | County - h

Zip Code #*

Phone Number

Fax Number

* - denotes required field

Close Window

Figure 2.4 .1-2: Adding a New Reporting Location Form

PA-NEDSS will attemptto ~ match the location you enter  to an address in the
United States Postal Service address database (Figure 2.4.1 -3) using a tool called
Blue Fusion . Whenever possible, select the [VERIFIED ] address link rather than
the [AS PROV IDED] address link. When the address you entered exactly matches

the address returned by Blue Fusion, the address will be automatically verified.

You will not be presented with an address verification window.

Note: If the address you enter does not closel y match an address in the
database, you will be presented with a window to use the unverified address or
re-enter the address on the form (Figure 2.4.1 -4).

‘;" pennsylvania Version1 7.2 i 19 June 2018
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MNEDSS: ¥erify Loc. rosoft Internet Explorer

=10l x|

. . a print page
Verify Location

Address Information

The address vou provided has been verified a5 shown belovy . Click the "WERIFIED" link below the verified address
to ensure data quality. If the verified address does not look correct, click the "AS PROVIDED" link to use the
address as you provided it

360 5. Gueen St 360 5 Gueen St
ork ork

pa, pa,

17403 17403

[AS PROVIDED] -

Figure 2.4.1 -3: Verifying a Location.

/= hitps:/fwww.nedsstraining.state. pa. us/fcounty-8AddLoc=ND&Resubmit=YES&z

a .
Verify Location print page

Address Information

2150 herr Street

A Use This Unverified Address
17030

We were unable to verify the address you provided. If you would still like to use this address
information click the link above. Otherwise, close this window using the link below and edit or add
information to the address you provided.

Re-enter The Address On The Form

Figure 2.4 .1-4: Verified Location Screen .
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3. Using Administrative Functions

This section of the guide describes the functionality available to you via the Administration
button. In many instances, the links available are based on your user privileges; however,
there are some administrative functions which ar e available to all users.

The Administration screen offers access to administrative functions such as

1 Changing your password

1 Updating your user profile

1 Adding D esignees (You will only see this link if you are the prime contact)
1 Viewing Designees (You wil | only see this link if you are the prime contact)
il

Notifying the Department of Health of Staff C hanges

3.1 Changing Your Password

In this section, you will learn how to change your PA -NEDSS password. As an additional
security measure, PA  -NEDSS passwords expi re every 60 days. A message display s on the
Welcome to PA -NEDSS Home Page at each log on notifying you of an impending password
expiration beginning 25 days prior to the expiration date.

Step | Action

1. Log onto PA -NEDSS and click the  Administration button (Figure 3 .1-1) to
display the Administration screen.

Commonwealth of Pennsylvania User: WWPhy , Seszion expires: 30 minutes
DEPARTVENT OF ic Di : ' ]
HEAI-'I'H Electronic Disease Reporting Log Off | Contact Us | Edit User | Renew Session

| Home | | Search/Report W | | Inbox v| | Alerts | | Analysis&lleportﬂ | Administration |

PA-NEDSS & print page

E3

Figure 3.1 -1: Administration Button.

2. On the Administration screen (Figure 3.1 -2), ¢ lick the Change Password _link to
display the Change Password screen (Figure 3.1 -3).

DEPARTMENT OF HEALTH
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pyEree T
/0 N\
( Change Password Add Designees
Upcate your passworggfind change your password hirt Add tesignees who will use PA-NEDSS ta report information on your behalf
Show Designees
Update User Profile Display a list of designees who are registered with PA-NEDSS and are reporting on your
Update User Frofile behaif

Hotify DOH of Staffing Changes
Send an email 1o the DOR Security Officer to make us aware of changes in staffing (emplaymert termination, job re-
assignment, etc )

Figure 3.1-2: Administration Screen.

3. Complete the Change Password screen (Figure 3.1.3) by entering your current
password, the new password you would like to use, the confirmation of the new
password, and a password hint. Click the Change button to save the u pdated

password and password hint.

Note: Your password may not be changed again for 24 hours. If you require
assistance with your password, contact the Help Desk.

Note: Your password is case sensitive and must be at least 8 characters long
containing at| east one number and at least one uppercase and one lower case
letter (A -Z, a -z), but NO spaces. Your password may not contain your user

name, first name , or last name.

Change Password

Account Information

User Hame: ISampleUser12 Bie sure that your nesy passyword
. e eer
Password P P :
Your newy password must be at
Hew Password I +* least (3) characters long, contain
at least one number (0-9), and at

least one uppercase and one
loweercasze letter (A-F a-z), but
no spaces. Must not contain the
- Uszer Mame, or your first or last
Confirmation of Hew I # name. Make sure it is difficutt for
Password others to guess! The password is
caze sensitive.

Chooze & hint that will help you to
remember your password in the
event that you forget i If you

Password Hint I chose ihftheCold az a
password, an appropriste
pazsweard hirt might be | diglike
winter.

| crange [fJconce |

Figure 3.1 -3: Changing Your Password. —
3.2. Updating Your User Profile
If any of your p  ersonal information changes, especially your e -mail address, please update

your user profile in PA -NEDSS immediately.

In addition, you may also update or change your security question and answer at any time
via the Update User Profile _ link. The security qu estion and answer will be used to assist the

DEPARTMENT OF HEALTH
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Help Desk in positively identifying you when you are calling requesting a password reset or
other patient or user account specific information.

Step Action

1. Logonto PA -NEDSS and click t he Administration button (Figure 3.2 -1) to
display the Administration screen .

Commonwealth of Pennsylvania User: WJWPhy , Session expires: 30 minutes
DEPARTMENTOF Electronic Disease Reporting

Log Off | Contact Us | Edit User | Renew Session

| Home ||SearchJ‘Report b4 || Inbox v|| Alerts | | Analysis & Reports |(Administration |

PA-NEDSS

IEI print page

Figure 3.2 -1: Administration Button.

2. On the Administration screen (Figure 3.2 -2), c lick the Update User Profile  link
to display the Update Profile screen (Figure 3.2 -3).

Administration

Change Password
Update your password, and change your password hirt.

Undate User Profile
Uptiate User Profile

Hotify DO of Statfing Changes.
Send an email to the DOH Security Officer to make us aware of changes in staffing (employment termination, job re-
assignment, efc)

Add Designees
Add designees wha wil use PA-NEDSS to report information on your betlf,

Show Desianees

Display = ist of designees who are registered with PA-NEDSS and are reporting on your
behalt

Figure 3.2 -2: Update User Profile Link

3. Update the information that has changed and then clic k't he Save button to
automatically update your PA  -NEDSS user profile (Figure 3.2 -3).

Note: Content on the Update Profile screen will depend on your user type
classificat ion.
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Physician Update Profile

Personal Information
Prefix Or -

First lame [orange *

Widdle Initial(s) |

Last llame [rie *

Suffix |

Email Address [erio@yanoo.com *

Telephone Humber [

Fax lumber [

Security Question I\Nhal is your father's middle name? j *
Security Answer frtiizm *

* - denotes required field

Figure 3.2 -3: Physician Update Profile Screen .

3. On the Update Profile screen (Figure 3.2.3), update your Personal Information
as required.

Note: Be sure to select a security question and provide an answer. This security
feature will assist  the Help Desk in positively identifying you when you call
requesting a password reset or any patient or user account - specific information.

For additional help  updating your  User Profile, click the  Help button on the
upper -right corner of the screen.

To cancel or exit the Update User Profile screen without saving your updates,
clickthe Home button orthe PA-NEDSS Ilink to return to the Welcome to PA -
NEDSS screen

4. After updating the information, click the Save button (Figure 3.2  -3) to update
your PA -NEDSS user profile.

5. The Update Profile screen  refresh es and displays a note verif ying the update
was saved successfully  (Figure 3.2 -4).

Commonwealth of Pennsylvania User: MCOPhy , Session expires: 30 minutes

DEPARTMENTOF Electronic Disease Reporting

|Seartl|lllepnrl - ‘ ‘ Inbox v‘ ‘ Analysis & Reports ‘ | Administration

PAJNEDSS » Administration » User Prafiles » Update User Profile &b print page

Physician Update Péflle Profile Saved Successfuly. )

Personal Information

Prefix -Pref- -

Figure 3.2 -4: Update Profile Verification.

Log Off | Contact Us | Edit User | Renew Session

3.3. Adding Designees

Only the prime contact of each organization orthele ad physician for the physician group
will have accessto  add designees . Add designees who will use PA  -NEDSS to report
information on behalf  of your organization.

'5 pennsylvania Version1 7.2 i 19 June 2018
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Step Action

1. Logonto PA -NEDSS and click t he Administration

button (Figure 3.3 -1) to
display the Administration screen .

Commonwealth of Pennsylvania User: WJWPhy , Session expires: 30 minutes
DEPARTMENTOF Electronic Disease Reporting

Log Off | Contact Us | Edit User | Renew Session

| Home | | Search/Report W | | Inbox V| | Alerts | | Analysis&Report(| | Adminigtration

PA-NEDSS

&u print page
i

Figure 3.3 -1: Administration Button.

2. Click the Add Designees link to display the  Add Designee screen (Figure 3.3 -3).
Administration
e —
Change Password Add Designees
Uptiate your password, and change your password hirt Add designees who 132 PA-NEDSS to report information an your behalf.
Update User Profile Display = list of d:s\gnees who are registered with PA-NEDSS and are reporting on your
Updiate User Profile behalf.
Hotify DOH of Staffing Changes
Send an email to the DOH Security Officer 1o make us avvare of changes in staffing (employment termination, job re-
assignment, etc. ).
Figure 3.3 -2: Add Designees Link
3. On the Add Designee screen (Figure 3.3 -3), select oradd the Designee Reports

From location , if applicable, from which the designee is report ing. All designees
must be assigned to  atleast one reporting location , if applicable

Complete the Designee Details and clickthe Add button when finished.

Add Designee

How To Add A Designee
1.

|»

“fou must inform us of the location fram which vour designee is reparting. & location
may include the address of your office, & hospital, laboratory, etc, To enter a location
far the first time, click on Add Location below. If an appropriate location is already listed
below, click the associated box. Click all locations that apply.

2. Complete the information about the Designes

[ 2150 Herr St Harrisburg P4 17103 All designess must be assigned to at
least one reporting location. If there
are none listed, please click Sdd Mew
Location to enter & location before
assigning designees.

[T 2150 Herr St Lancaster PA 17601

Designee Details

First MName I

ok
Last Name I #
Email Address I *

* - denotes required field

Figure 3.3-3: Add Designee Screen .
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4. A pop -up confirmation window (Figure 3.3 -4) is displayed with the following
message: fAre you sure you want t o .@dliekstheg n g
OK button to continue to the New Account Information screen (Figur e3.3-5)or
Cancel to return to the Add Designee screen (Figure 3.3 -3).
Microsoft Internet Explorer |

@ Are wou sure you want to designate Designes?

m Cancel |
N

Figure 3.3-4: Designee Confirmation Window .

5. Check the Print box to p rint the account information, and /or check the E-mail
box to forward the registration number and pass code information to the ne  w
designee (Figure 3.3 -5). Click the OK button to continue

Note: It is better to choose BOTH just in case the e -mail ends upin a spam
folder and is deleted accidentally or in case there are system issues.

New Account Information

rou have designated Designee Test as your designee. Please select the print and/or ermail check box and press the OK button. If you elect
to print this page, please pass it on to your designee, If yvou email the page, your designee should receive the same information in an email
message shortly,

Mame Designee Test
Email test@test.com
Registration Number 973-555-602

Pass Code AbrglNRG

e

L~

™ print

™ Email

FA-NEDSS v 11.0.45

Figure 3.3-5: New Accou nt Information.

3.4. Viewing Designees
A designee must be registered with PA -NEDSS before his/her name will appear on the
designee screen. This section reviews how you, as a prime contact, can d isplay a list of

designees who are registered with PA  -NEDSS and re porting on behalf  of your organization.
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Step Action

1. Logonto PA -NEDSS and click t he Administration button (Figure 3.4 -1) to
display the Administration screen .

Commenwealth of Pennsylvania User: WJWPhy , Session expires: 30 minutes

DEPARTVENT OF ' ' '
Electronic Disease RePorting Log Off | Contact Us | Edit User | Renew Session
| Home | | Search/Report w | | Inbox V| | Alerts | | Analysis&llepnrt(| | Administration |

PA-NEDSS

&u print page

Figure 3.4 -1: Administration Button.

2. On the Administration screen (Figure 3.4 -2), click the  Show Designees _link to
display the Current Designees screen (Figure 3.4 -3).

Administration

Change Password Add D

Updiate your password, and change your password hirt. g vill use PA-NEDSS to repart information an your hehalf,

Show Designees
Display  list of designess Yo are registered with PA-NEDSS and are reparting on your
behalf.

llotify DOH of Staffing Changes

Send an emailto he DOH Sscurty Officer to make s awars 0f chandss in staffing Cemployment termination, job re-
assignment, et ).

Update User Profile
Update User Profile

Figure 3.4 -2: Show Designees Link

/3 PA-NEDSS: Designee Summary - Microsoft Internet Explorer

=IOl x]
Commonwealth of Pennsylvania User: orio , Session expires. 30 minutes.
DEPARTMENTOF '
Electronic Disease Reporting Log 0ff Contact Us Edit User Renew Session
|5emnmepm v ‘ ‘ Inbox v‘ | Analysis & Reports ‘ | Administration ‘
PAIIEDSS > Administration > Show Designees B print page

[earch last name B

Current Designees

Middle Initial Last Name Phone Number Email Address

Gold s, Maxima 717-111-1111 x amaxima@yahoo.com

Figure 3.4-3: Current Designees  Screen .

3.5. Notifying the Department of Health of Staff Changes

You can use PA -NEDSS to no tify the DOH Security Officer  of staff changes. Do this if an
employee leaves the organization or no longer requires access to PA -NEDSS. Due to the
nature of information in PA  -NEDSS, it is important that the accounts of users who no longer
require access tot he information are disabled.

Step Action

1. Logonto PA -NEDSS and click t he Administration button (Figure 3.5 -1) to
display the Administration screen .

"; pennsylvania Version1 7.2 i 19 June 2018
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Commonwealth of Pennsylvania User: WIWIPhy , Session expires: 30 minutes
DEPARTMENT OF Electronic Disease Reporting

Log Off | Contact Us | Edit User | Renew Session
| Home | | Search/Report W | | Inbox v| | Alerts | | Analyzis & Reports t Administration >

PA-NEDSS &Ipriﬂ:page

Figure 3.5 -1: Administration Button.

2. On the Admin istration screen (Figure 3.5 -1), click th e Notify DOH of Staffing
Changes linkto openanewe -mail message window directed to the
Department of Health Security Officer. Type the staff change information in
message window and click the Send button.

Administration

Change Password

Add Designees
Uptate your password, and change your password hirt

Add designees wha wil use PA-NEDSS ta report informetion on your betlf
Show Designees

Undate User Profile Display = ist of designees who are registered with PA-NEDSS and are reporting on your
Update User Profile behalt.

Hotify DOH of Staffing Changes
Send an emailto the DOH Security Office) to make us aware of changes in staffing Cemployment termination, jok re-
assignment, elc.).

Figure 3.5 -2: Notify DOH of Staffing Chang  es Link .
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4. Entering a Report

This section provides instructions on the following:

1 Perform ing a Patient/Contact Search Before Entering a Patient Report

1 Entering a New Patient Report

1 Entering a New Report for an Existing Patient

1 Viewing Patient Data

1 Editing a Report

1 Entering Additional Treatment Details for an Existing Patient
4.1. Performing a Patient/Contact Search Before Entering a Report
PA-NEDSS is a patient -centric solution. It is critical that reports are associated with an
existing patient, when applicable , to ensure the DOH Public Health Staff can see the bigger
picture of what is going on with the patient. Attempting to  locate a patient before creating a

new patient isimportant to prevent multiple entries for the same patient.

A patient search will only yield results if t  he patient has been entered in PA-NEDSS by your
organization inthe past. You cannot search PA -NEDSS for patients and  disease r eport s
entered by other  disease r eport ing entities. However, you can determine if you are adding
informationt 0 a patient who was previously entered by another disease reporting entity.

Action

1. Logonto PA -NEDSS and clickt he Search /Report button (Figure 4.1 -1 ortype

in the patient 0s IDandLlast Mamen@uick Seardchh e and click the
arrow to execute to the search  (Figure 4.1 -1).

Note: There are more comprehensive search options from the Search/Report
button, which is reviewed in this scenario.

2§ PA-NEDSS: Online Disease Repo:
DEPARTMENTOF 3 ing Log ot tact . ' ”:mui.
m |Senn:h/llepnrl L4 ‘) Inbox v‘ | Analysis & Reports ‘ | Administration
PAEDSS > Weloome X print page
e ()
Welcome to PA-NEDSS
This electronic disease reporting system was developed to help members of Pennsylvania's medical community - people like you - get infarmation ta the Bepadment of Health in a mere efficient and effective manner. =
p Displays a brief summary of the i lity found on each of the igati buttons above.
Training
Figure 4.1 -1: Administration  Screen .
2. Hover your mouse over the Search/Report button to di splay a list of search
options and select  Patient/Contact from the list  (Figure 4.1 -2).
3. Enter the known patient information into the fields provided (Figure 4.1 -2).
4. Click t he Search button to perform the patient/contact search orpress Alt+F
on your keyboard to execute the search (Figure 4.1 -2).
For more information on keyboard shortcuts, refer to Section 8, Using Hot Keys
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Figure 4.1.2: Patient/Contact Search from the Advanced Search screen.

5. If no pa tient matches are located, the disp layed search results pop-up window
will indicate No Matches (Figure 4.1-3). Clickthe Close Window  button to return

to the Advanced Search screen (Figure 4.1 -2).

Note: If there are no matches, a report for the patient has not been previously
entered by you r organization.

The Patient/Contact search screen will remain open as a window. Either window
can be brought to the foreground by clicking on the appropriate button on the
Task Bar at the bottom of the screen
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