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1. Welcome to PA-NEDSS 

1.1. Introduction 

Welcome to PA -NEDSS, Pennsylvaniaôs version of the National Electronic Disease 

Surveillance System. PA-NEDSS is a w eb-based application  developed for  the Pennsylvania 

Department of Health ( PA DOH) to facilitate public health disease r eport ing, surveillance and 

tracking. PA -NEDSS electronically transmits disease r eport s from hospitals, laboratories, 

and physicians across the Commonwealth t o the district, county and municipal health 

departments and DOH Central Office staff . As disease r eport s are submitted  by you or 

members of your organization , public health staff  can access the submitted reports and 

begin investigations  from them  based on the information you enter .  

 

1.2. Purpose 

The Disease Report er  Guide  is designed to help disease r eport ers learn how to use PA -

NEDSS. This guide provides detailed instructions on all functionality currently available to 

disease r eport ers in PA -NEDSS.  

 

1.3. Organization of the Disease Reporter Guide 

The Disease Report er  Guide  is organized into six  sections .  

¶ Getting Started in PA -NEDSS 

¶ Using Administrative Functions  

¶ Entering a Report  

¶ Submitting a Report to the PA  DOH 

¶ Using Inboxes  

¶ Conducting a Search  
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2. Getting Started in PA-NEDSS 

This section will help you get started using PA -NEDSS. You will learn  how to :  

¶ Register ing in  PA-NEDSS  

¶ Logging  On to PA -NEDSS  

¶ Manag ing  your  PA-NEDSS session  

o Logging Off of PA -NEDSS  

o Contact Us  

o Edit User  

o Renew Session  

¶ About the Disease Reporti ng Location Screen  

o Identifying  a Reporting Location  

 

2.1. Registering in PA-NEDSS 

This section reviews  how to register with PA -NEDSS and log on for the first time. You must 

register with PA -NEDSS before you can log on to the system. Once your registration reque st 

is completed, you will receive a unique registration number and pass code  via email from 

either the Prime Contact of your Organization or the PA DOH Security Officer . Your  

registration number and pass code is unique to your  user account.  

 

Step  Action  

1.  
Open Internet Explorer  , type  https://www.nedss.state.pa.us  in the 

Address  bar (Figure 2.1 -1) , and press Enter  on your keyboard  to display the 
PA-NEDSS Log On  screen  (Figure 2.1 -2) . 

 

 

Figure 2.1 -1: I nternet Explorer Address Bar.  

https://www.nedss.state.pa.us/
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2.  At the Welcome to PA-NEDSS Home Page (Figure 2.1 -2), click the Activate 

your account here  link to display the PA-NEDSS System Registration  screen . 

 

 
Figure 2.1 -2:  Activate Your Account Here Link on PA-NEDSS Log On  Scre en. 

 

3.  On the PA -NEDSS System Registration screen (Figure 2.1 -3), confirm you have 
the information you need to complete the process , such as contact information 

and registration details , and click the Next  button to display the PA -NEDSS 
System Registratio n Authorization screen.  

 

 
Figure 2.1 -3: PA -NEDSS System  Registration Screen.  
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4. On the PA -NEDSS System Registration Authorization screen (Figure 2.1 -4), t ype 

in the Registration Number and Pass Code provided then click  the  Next  button to 
display the Commonwealth  Privacy Policy  screen . 

Note:  Be sure to type the information exactly as it appears  since these fields are 
case sensitive . 

 

 
Figure 2.1 -4: PA-NEDSS System Registration Authorization  Screen . 

 

5.  The Privacy Policy is a legally binding agreemen t. I f you agree to the terms and 
conditions of the Commonwealth Privacy Policy, type ñAgreeò in the field provided 
(Figure 2.1 -5), and click the Next  button to display the PA-NEDSS System 

Registration screen .  

 

Note:  You will not be able to continue if you  disagree with the policy.  
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Figure 2.1 -5: Privacy Policy  Screen.  

 

6. On the PA -NEDSS System Registration screen (Figure 2.1 -6) , complete the 
Account Information and the Basic Personal Information sections.  Fields marked 
with a red asterisk ( * ) are mandatory. You will not be able to advance to the 

next screen until all mandatory fields have been completed.  

In the Account Information section, create a User Name and Password that you 
will use to access PA -NEDSS.  

User names can be any combination of le tters or numbers and are not case 
sensitive. Please do not use spaces, hyphens, underscores or any other special 
characters ( - , _, ?, &, etc.). Note instructions on right side of screen.  

Passwords must be at least 12  characters long with at least one capit al letter (A ï 

Z), one lower case letter (a ï z), and one number (0 ï 9). Passwords are case 
sensitive. The password you select must be different from your user name and 
your first or last name. Note instructions on right side of screen  (Figure 2.1 -6) . 

Reenter your password in the field provided to confirm the password.  

Select a Security Question from the Security Question drop -down menu.  

Enter your Security Answer to the security question in the field provided. Note 
instructions on right side of screen.  

Note:  Be sure to select a security question and provide an answer. This security 
feature will assist the Help Desk in positively identifying you when you call 
requesting a password reset or any patient or user account -specific information.  

In the Basic Pers onal Information section enter your First Name, Last Name, 
Email Address, Confirm Email Address, and Telephone Number (Office) in the 
fields provided.  

Note:  For Confirm Email Address and Telephone Number, see instructions on 
right side of screen.  

For addit ional help completing the Account Information and the Basic Personal 
Information sections of the PA -NEDSS System Registration screen, click the Help  
button on the upper - right side of each section.  

Note:  If you are a physician, select your specialization fr om the drop -down 
menu.  
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In addition, provide a Tax ID and/or the National Provider Index (NPI)  number 

when registering. Currently, the Centers for Medicare and Medicaid Services  is in 
the process of establishing the NPI with the goal of providing one master  list of all 

providers assigned to a unique identification number. The NPI number is not 
generated by or furnished by PA -NEDSS.   

7. Click t he Next  button to process the registration (Figure 2.1 -6).  

 

 

Figure 2.1 -6: PA-NEDSS System Registration Screen . 
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8. When the registration has been successfully processed , the screen will refresh 

notifying you to click the  Home  link to log in  (Figure 2.1 -7) . Click the   Home  
link to display  the PA-NEDSS Log On  Page (Figure 2.1 -8).  

 

  
Figure 2.1 -7: Successful R egistration Completion  Screen . 

 

 
Figure 2.1 -8:  PA-NEDSS Log On Page . 
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2.2. Logging On to PA-NEDSS 

After registering, you  may log on and start entering and working with disease reports.  

 

Step  Action  

1.  
Open Internet Explorer  , t ype https://www.nedss.state.pa.us  in the 
Address bar , and press Enter  on your keyboard to display  the Welcome to PA-
NEDSS Log On page  (Figure 2. 2-1) . 

2.  Type your PA -NEDSS user name and password in the fields provided and click 
the Log  On  button (Figure 2.2 -1)  

 

 
Figure 2.2 -1: PA -NEDSS Log On  Screen . 

 

2.  Type your PA -NEDSS user name and password in the fields provided , and click 
the Log On  button (Figure 2.2 -1) to display the Welcome to PA -NEDSS screen 
(Figure 2.2 -3).  

Note:  Before th e Home Page is displayed, you may be presented with a pop -
up window asking if you would like to close the window (Figure 2.2 -2), click 
Yes . 

 

 

Figure 2 .2 -2: PA-NEDSS Log On Pop -Up Window.    

https://www.nedss.state.pa.us/
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Figure 2.2 -3: Welcome to PA -NEDSS Screen.  

 

 

2.3. Managing Your PA-NEDSS Session 

After logging in to PA -NEDSS, it is important to understand how to manage your session. 

Important functions for managing your session are  located in the upper right  corner of the 

Welcome to PA -NEDSS Home Page  (Figure 2. 3-1).  

The User  feature displays your user name . The Session expires  feature  is a security 

feature  which provides a count -down in minutes , starting from 30 minutes to the time you 

will be logged off of PA -NEDSS, if you have not performed a save feature, renewed your 

session , or n avigated to a new page . There is a session expiration pop -up warning two 

minutes before the a utomatic log off occurs . 

Note: PA-NEDSS does not have an automatic sa ve feature. If you log off of PA -NEDSS or 

are logged out of PA -NEDSS due to session inactivity , any unsaved changes will be lost.  

 

 

Figure 2. 3-1: Session Management .  
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2.3.1 Logging  Off of PA-NEDSS 

 

Due to the sensitive nature of information in PA -NEDSS and to protect patient privacy, you 

should log off of PA -NEDSS when you are not actively worki ng in the system. To do so, c lick 

the Log Off  link (Figure 2.3.1 -1). After logging off, the Session Termination screen is 

displayed (Figure 2.3.1 -2).  

 

 

Figure 2.3.1 -1: Log Off  Link.  

 

At the Session Termination screen (Figure 2 .3.1 -2) ,  you have been successfully logged out of PA -

NEDSS. The browser will redirect itself to the log  on page in 10 se conds. I f the bro wser does not 

redirect, you can click  the  here  link . If you want to close the window , click Close  .  

 

 

Figure 2.3.1 -2: Session Termination  Scre en.  

 

2.3.2 Contact Us  Link  

 

You can make  suggestions or communicate technical problems regarding PA-NEDSS to the 

DOH Help Desk using the Contact Us  link  (Figure 2.3.2 -1) .  

 

 

Figure 2.3.2 -1: Contact Us  Link.  
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Step  Action  

1.  After clicking the Contact U s link, the Contact Us screen is displayed  

(Figure 2.3.2 -2).  

2. If you want to contact DOH by e -mail, click the Use the Web Form  link (Figure 
2.3.2 -2) to display  the Contact Us Online screen (Figure 2.3.2 -3).  

Note:  If you prefer to contact the PA DOH by phone, refer to the contact 
information provided. Once you have the information you need, you can click 

the  Home  link to return to the Welcome to PA -NEDSS screen (Figure 2.3.2 -
1). Click the Back  link to go back to the previous screen.  

 

 

Figure 2 .3. 2-2: Contact Us S creen . 

 

4. On the Contact Us Online screen (Figure 2.3.2 -3), enter your Full Name  and 
Email Address  in the fields provided, select a ñThe Note is Related To ò option, 
and add some remarks in the ñTell Us About It ò box.   

Note: If you do not  have your own email address, please be sure to provide a 

phone number at which you can be reached in the body of y our email when 
providing  a shared email account.  

Fields marked with a red asterisk ( * ) are mandatory. You will not be able to 
send your e -ma il until all mandatory fields have been completed.  

Click the Send  button to send your e -mail or click the Cancel button to cancel  

the  e-mail . 

 



Disease Reporter Guide  Page 16  of 91   

 

Version 1 7.2 ï 19 June  201 8 

 

Figure 2.3.2 -3: Contact Us Online . 

 

5.  After clicking Send , the e -mail is sent , and the Submission Accepted  screen is 
displayed (Figure 2.3.2 -4).  

Click the Home  button to return to the Welcome to PA -NEDSS screen . 

Click the  Home  link to log out and return to the Log On to PA-NEDSS screen.  

 

 

Figure 2 .3.2 -4: S ubmission Accepted Screen . 
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2.3.3 Edit User  Link  

 

If any of your personal information changes, especially your e -mail address, please update 

your user profile in PA -NEDSS immediately  by click ing the Edit User  link  or clicking the 

Administration b utton and the n the Update User Profile  link (Figure 2.3.3 -1) . 

 

Note:  For information on how to upda te your personal information, refer  to Section 3, Using 

Administrative Functions, Section 3.2, Updating your User Profile.  

 

 

Figur e 2.3.3 -1: Update User Profile Link and Administration Screen . 

 

2.3.4 Renew Sessio n Link  

 

As mentioned above, y our account and session information is located in the upper - right 

corner of the screen. You will notice the session expiration clock to the right of your user 

name. This clock counts down from 30 minutes. If after 30 minutes yo u have not performed 

any save actions, have not navigated to a new screen or renewed your PA -NEDSS session, 

you will be logged off of PA -NEDSS. It is important to note that PA -NEDSS does not have an 

automatic save feature. If you are logged off due to sess ion inactivity, any unsaved changes 

will be lost.  

 

Your session is renewed each time you navigate through different screens or save data. You 

can also renew your session at any time by clicking the Renew Session  link to reset  your 

Session expires  time to 3 0 minutes (Figure 2 .3.4 -1).  

 

 

Figure 2.3.4 -1: Renew Session.  

After your time is renewed, a window is displayed confirming the time period renewal. Click 

the Close  button to close window and continue with your work  (Figure 2 .3.4 -2).  
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Figure 2 .3.4 -2: Se ssion Renewal Confirmation Pop-Up Window . 

 

If you do not renew your session , a window is displayed warning you that your session will  

expire in two minutes (Figure 2 .3.4 -3).  

Click the Renew  button to renew your session time to 30 minutes. After your time i s 

renewed, a window is displayed confirming the time period renewal  (Figure 2.3.4 -2) . Click 

the Close  button to close window and c ontinue with your work . 

Note:  If you do not renew your session, your session will terminate and y ou will be 

returned to the Log On to PA -NEDSS screen . 

 

 

Figure 2 .3.4 -3: Session Expiration Warning . 
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2.4. About the Disease Reporting Location Screen 

Prior to entering  disease reports, users must select a disease reporting location or add a 

new location, if necessary. This is required of  organizations with multiple locations in 

different reporting jurisdictions.  

 

2.4 .1  Identifying a Reporting Location  

 

Step  Action  

1.  Upon logging in to PA -NEDSS, you may be taken to the Reporting Location 
screen  (Figure 2.4.1 -1) . Before you can report,  you need to select a reporting 

location.   

If your reporting location is listed, select the location  , and click the Next  
button.  

If no reporting locations are listed, the application will state ñNo reporting 
locations existò and you can click the Add N ew Location  link (Figure 2.4 .1 -1)  to 
add your reporting location . 

If reporting locations are listed, but your location is not listed, you can click the 

Add New Location  link (Figure 2.4.1 -1) to add your reporting location.  

After clicking the Add New Locatio n link  (Figure 2.4.1 -1) , the A dd New Reporting 
Location pop -up window  is displayed.  

 

Note : You must select a reporting location if multiple locations exist for your 
organization. If you do not select a reporting location and you click the Close  

Window  butt on, this will close the PA -NEDSS window and end your session  
(Figure 2.4.1 -1) . 

 

 

Figure 2.4 .1 -1: Locations Displayed on Reporting Location  Screen . 
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2.  On the Add New Reporting Location pop -up w indow (Figure 2.4.1 -2), enter your 

location information , and click the Add  button to add the location.  

Fields marked with a red  asterisk ( * ) are mandatory. Y ou will not be able to 
advance to the next screen until all mandatory fields have been completed.  

 

 
Figure 2.4 .1 -2: Adding a New Reporting Location Form . 

 

3.  PA-NEDSS will attempt to match the  location you enter  to an address in the 
United States Postal Service address database (Figure 2.4.1 -3)  using a tool called 
Blue Fusion . Whenever possible, select the [ VERIFIED ]  address link rather than 

the [AS PROV IDED]  address link. When the address you entered exactly matches 
the address returned by Blue Fusion, the address will be automatically verified. 
You will not  be presented with an address verification window.  

Note: If the address you enter does not closel y match an address in the 
database, you will be presented with a window to use the unverified address or 
re -enter the address on the form (Figure 2.4.1 -4).  
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Figure 2.4.1 -3: Verifying a Location.  

 

 

Figure 2.4 .1-4: Verified  Location Screen . 
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3. Using Administrative Functions 

This section of the guide describes the functionality available to you  via the Administration  

button. In many instances, the links available are based on your user privileges;  however, 

there are some administrative functions which ar e available to all users.   

The Administration  screen  offers access to administrative functions such as  

¶ Changing your password  

¶ Updating your user profile  

¶ Adding D esignees  (You will only see this link if you are the prime contact)  

¶ Viewing  Designees  (You wil l only see this link if you are the prime contact)  

¶ Notifying the Department of Health  of Staff C hanges   

 

3.1. Changing Your Password 

In this section, you will learn how to change your PA -NEDSS password. As an additional 

security measure, PA -NEDSS passwords expi re every 60 days. A message display s on the 

Welcome to PA -NEDSS Home Page  at  each log on notifying you of an impending password 

expiration beginning 25 days prior to the expiration date.  

 

Step  Action  

1.  Log on to PA -NEDSS and click the Administration  button  (Figure 3 .1 -1)  to 
display the Administration  screen.  

 

 

 

Figure 3.1 -1: Administration Button.  

 

2.  On the Administration screen (Figure 3.1 -2), c lick the Change Password  link to 
display the Change Password  screen (Figure 3.1 -3).  
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Figure 3.1 -2: Administration Screen.  

 

3.  Complete the Change Password screen (Figure 3.1.3) by entering your current 
password, the new password you would like to use, the confirmation of the new 
password, and a password hint. Click the Change  button to save the u pdated 

password and password hint.  

Note: Your password may not be changed again for 24 hours. If you require 
assistance with your password, contact the Help Desk.  

Note: Your password is case sensitive and must be at least 8 characters long 
containing at l east one number and at least one uppercase and one lower case 
letter (A -Z, a -z), but NO spaces. Your password may not contain your user 
name, first name , or last name.  

 

 
Figure 3.1 -3: Changing Your Password.  

 

 

3.2. Updating Your User Profile 

If any of your p ersonal information changes, especially your e -mail address, please update 

your user profile in PA -NEDSS immediately.  

In addition, you may also update or change your security question and answer at any time 

via the Update User Profile  link. The security qu estion and answer will be used to assist the 
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Help Desk in positively identifying you when you are calling requesting a password reset or 

other patient or user account specific information.  

 

Step  Action  

1.  Log on to PA -NEDSS and  clic k t he Administration  button  (Figure 3.2 -1) to  

display the Administration  screen .  

 

 

Figure 3.2 -1: Administration Button.  

 

2.  On the Administration screen (Figure 3.2 -2), c lick the Update User Profile  link 
to display the Update  Profile screen (Figure 3.2 -3).  

 

 
Figure 3.2 -2: Update User Profile Link . 

 

3.  Update the information that has changed and then clic k t he Save  button to 

automatically update your PA -NEDSS user profile (Figure 3.2 -3).  

Note:  Content on the Update Profile screen will depend on your user type 
classificat ion.  
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Figure 3.2 -3: Physician Update Profile Screen . 

 

3.  On the Update Profile screen (Figure 3.2.3), update your Personal Information  
as required.   

Note:  Be sure to select a security question and provide an answer. This security 

feature will assist  the Help Desk in positively identifying you when you call 
requesting a password reset or any patient or user account -specific information.  

For additional help updating your  User Profile, click the Help  button on the 
upper - right corner of the screen.  

To ca ncel or exit the Update User Profile screen without saving your updates, 
click the Home  button or the PA-NEDSS link to return to the Welcome to PA -
NEDSS screen  

4.  After updating the information, click the Save  button (Figure 3.2 -3) to update 
your PA -NEDSS user profile.  

5.  The Update Profile screen  refresh es and displays a note verif ying the update 

was saved successfully (Figure 3.2 -4).  

 

  
Figure 3.2 -4: Update Profile Verification.  

 

3.3. Adding Designees 

Only the prime contact of  each organization or the le ad physician for the physician group  

will have access to add designees . Add designees who will use PA -NEDSS to report 

information on behalf  of your organization.  
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Step  Action  

1.  Log on to PA -NEDSS and  clic k t he  Administration button  (Figure 3.3 -1) to 
display  the Administration  screen . 

 

 

 
Figure 3.3 -1: Administration Button.  

 

2.  Click the Add Designees  link to display the Add Designee  screen (Figure 3.3 -3).  

 

 
Figure 3.3 -2: Add Designees Link . 

 

3.  On the Add Designee screen (Figure 3.3 -3), select or add the Designee Reports 

From location , if applicable,  from which the designee is report ing . All designees 
must be assigned to at least  one reporting location , if applicable .  

Complete the Designee Details and  click the Add  button when finished.  

 

 
Figure 3.3 -3: Add Designee  Screen . 
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4. A pop -up confirmation window (Figure 3.3 -4) is displayed with the following 

message: ñAre you sure you want to designate (Designees name)?ò. Click the 
OK  button to continue  to the New Account Information screen (Figur e 3.3 -5) or 

Cancel  to return to the Add Designee screen (Figure 3.3 -3) . 

 

 
Figure 3.3 -4: Designee Confirmation  Window . 

 

5. Check  the Print  box  to p rint the account information, and /or  check the  E-mail  

box to forward the registration number and pass code information to the ne w 
designee (Figure 3.3 -5).  Click the OK  button to continue . 

Note:  It is better to choose BOTH just in case the e -mail ends up in a spam 
folder and is deleted accidentally or in case there are system issues.  

 

 
Figure 3.3 -5: New Accou nt Information.  

 

3.4. Viewing Designees 

A designee must be registered with PA -NEDSS before his/her name will appear on the 

designee screen. This section reviews how you, as a prime contact, can d isplay a list of 

designees who are  registered with PA -NEDSS and re porting on behalf  of your organization.  
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Step  Action  

1.  Log on to PA -NEDSS and  clic k t he Administration  button  (Figure 3.4 -1) to 
display  the Administration  screen . 

 

 
Figure 3.4 -1: Administration Button.  

 

2.  On the Administration screen (Figure 3.4 -2), click the Show Designees  link  to 

display the Current Designees  screen (Figure 3.4 -3).  

 

 
Figure 3.4 -2: Show Designees Link . 

 

 
Figure 3.4 -3: Current Designees Screen . 

 

 

3.5. Notifying the Department of Health of Staff Changes 

You can use PA -NEDSS to no tif y the DOH Security Officer of staff changes. Do this if an 

employee leaves the organization or no longer requires access to PA -NEDSS.  Due to the 

nature of information in PA -NEDSS, it is important that the accounts of users who no longer 

require access to t he information are disabled.  

 

Step  Action  

1.  Log on to PA -NEDSS and  clic k t he Administration  button  (Figure 3.5 -1) to 
display the Administration  screen . 
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Figure 3.5 -1: Administration Button.  

 

2.  On the Admin istration screen (Figure 3.5 -1) , click th e Notify DOH of Staffing 
Changes  link to open a new e -mail message window directed to the 
Department of Health Security Officer. Type the staff change information in 
message window and click the Send  button.  

 

 
Figure 3.5 -2: Notify DOH of Staffing Chang es Link . 
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4. Entering a Report 

This section  provides instructions on the following:  

¶ Perform ing  a Patient/Contact Search Before Entering a Patient Report  

¶ Enter ing  a New Patient Report  

¶ Enter ing  a New Report for an Existing Patient  

¶ View ing  Patient Data  

¶ Edit ing  a Report  

¶ Enter ing  Additional Treatment Details  for an Existing Patient  

 

4.1. Performing a Patient/Contact Search Before Entering a Report 

PA-NEDSS is a patient -centric solution. It is critical that reports are associated with an 

existing patient, when applicable , to ensure the DOH Public Health Staff can see the bigger 

picture of what is going on with the patient. Attempting to locate a patient before creating a 

new patient is important to prevent multiple  entries for the same patient.  

A patient search will only  yield results if t he patient has been entered in  PA-NEDSS by your 

organization  in the past. You cannot search PA -NEDSS for patients and disease r eport s 

entered by other disease r eport ing entities.  However, you can determine if you are adding 

information t o a patient who was previously entered by another disease reporting entity.  

 

Step  Action  

1.  Log on to PA -NEDSS and  clic k t he Search /Report  button  (Figure 4.1 -1 or type 
in the patientôs last name in the ID and Last Name Quick Search and click the 
arrow to  execute to the search (Figure 4.1 -1).  

Note:  There are more comprehensive search options from the Search/Report  
button, which is reviewed in this scenario.  

 

 
Figure 4.1 -1: Administration Screen . 

 

2.  Hover your mouse over the Search/Report  button to di splay a list of search 
options and select Patient/Contact  from the list  (Figure 4.1 -2).  

3. Enter the known patient information into the fields provided  (Figure 4.1 -2).  

4. Click t he Search  button to perform the patient/contact search or press Alt + F  
on your keyboard  to execute the search (Figure 4.1 -2).   

For more information on keyboard shortcuts,  refer to Section 8, Using Hot Keys . 



Disease Reporter Guide  Page 31  of 91   

 

Version 1 7.2 ï 19 June  201 8 

 
Figure 4.1.2: Patient/Contact Search from the Advanced  Search screen.  

 

5. If no pa tient matches are located, the disp layed search results  pop -up  window 

will indicate No Matches (Figure 4.1 -3).  Click the Close Window  button to return 
to the Advanced Search screen  (Figure 4.1 -2) . 

Note: If there are no matches, a report for the patient has not been previously 

entered by you r organization.  

The Patient/Contact search screen will remain open as a window. Either window 
can be brought to the foreground by clicking on the appropriate button on the 
Task Bar at the bottom of the screen . 


