U pennsylvania

DEPARTMENT OF HEALTH

Pennsylvania Department of Health

PA-NEDSS

Technical Bulletin

Copyright © 2021 by the Commonwealth of Pennsylvania. All Rights Reserved.



Technical Bulletin Page 2 of 32

Table of Contents

1 EXECULIVE SUMMIAIY . ieiuciiierrimreraniasassasassasassasassasassasassasassasassnsnssnsnssnsassnsnsansnsans 5
2 £ =T o 1T Y 6
2.1  Secure Sign-In: SSL and PA-NEDSS SeCUrity ...cviviiiiiiiii i i 6
2.2 Passwords and USEIMamES ....uuueiieeieeiaesreesneranesanesanssnnsaneranssaneannsaneranernnsrnns 6
2.3 Security QUESLION and AN SW AT .. .uiiiiit i it e e 7
2.4  Browser Security Setting Requirements....cccviiiiiiiiiii i e 7
A T AN o To ] U} @ To  q =T 7

3 System Requirements ......ccviirmirmiermirsssassasa s s ssasassasassasassnsassnsassnsassnnnsnnss 8
3.1 Recommended System ReqUIr€mMeENtS ........oiriieiiiiiii e e ees 8
3.2 Internet Explorer Mode for EAge BroWSEer .....viiiiiiiiiiii i i i i et eaas 8
3.2.1 Checking Defaull BrOWSer.....ciiiiii i i e e eas 8
3.2.2 Internet Explorer Mode Settings ....cviiiiiiiiiii i i i e 9
3.2.3 IE Mode Notification Bar......cooieiiiiiiii i vre i e rar e re e nneannens 12
3.2.4  Setting IE Mode Manually ..o 13
3.2.5 JavaScripting SettingsS......oiiuiiiiiiiiii i 15
3.2.6  Pop-up Blocker Settings ....vuviiiieii i 16
3.2.7 Clear Cookies and Browsing Data.......c.ccoiiiiiiiiiiiiiiii i 18

4 Optional Settings for Internet Options ......cccivcciiiiiissrissrresrse s s s s r s rannnansn 20
4.1 Recommended Pop-Up Settings ...c.ciiiiiiiiiiiiii i e 20
4.2 The SECUMTY Tab it e e 22
4.3 The Advanced Tab ..o s 26
4.3 Advanced Settings for Local IT Group PoliCY.....c.ciiiiiiiiiiiiciic i i 28

5 Frequently Asked QUEStiONS....ciicirimirmrermiernsesassasassnsa s s ssnnasansnsannasannass 29
6 Contact INformation....c.ccuiiiiiirer s s s s s s s s s s s s s s nn s 32

v&’ pennsylvania
.| DEPARTMENT OF HEALTH Version 16.0 - 18 November 2022



Technical Bulletin

Page 3 of 32

Version History

Author

DEPARTMENT OF HEALTH

1.0 10/10/2002 Harley Young Final Initial Creation
Implementation . Updated for PA-NEDSS
2.0 02/24/2004 Team Final Release 5.0
Mike Cincala . Updated for PA-NEDSS
3.0 02/22/2005 Final Release 7.0
4.0 08/18/2005 Azunna Anyanwu | Final Updated for Release 7.5
. Updated with Release 9.0
5.0 03/29/2006 Margaret Taney Final Functional Enhancements
Implementation Final Updated to reflect Release
10.0 01/25/2007 Team 10.0 enhancements.
Implementation Final Updated to reflect the
10.1 06/05/2007 Team change in minimum system
requirements.
Implementation Final Updated to reflect Release
11.0 10/11/2007 Team 11 enhancements.
Implementation Final Updated to reflect Release
12.0 03/21/2008 Team 12 enhancements.
Implementation Final Updated to reflect Release
13.0 03/08/2008 Team 13 enhancements.
Implementation Final Updated to reflect change
13.1 01/21/2009 Team in password requirements.
Implementation Final Updated for structure,
Team clarity and additional
14.0 10/30/2009 training best practices as
part of Release 14
documentation.
Implementation Final Updated to reflect change
14.1 10/26/2010 Team in password requirements.
Technical Team Final Updated to reflect changes
14.2 7/13/2011 in minimum system
requirements
Technical Team Final Updated to reflect changes
15.0 10/15/2012 in minimum system
requirements
Implementation Final Updated contact
15.1 01/07/2013 Team information.
ﬁ pennsylvania

Version 16.0 - 18 November 2022




Technical Bulletin Page 4 of 32

15.2 3/31/2015 _Irmplementatlon Final Updated to reflect IE 10
eam
Implementation Final Updated to reflect IE 11
Team and Compatibility View
15.3 7/15/2016 Settings. Added settings
for Low Resolution Screens.
15.4 6/19/2018 Staff Final Password requirements
change
NEDSS Final Added Edge IE Mode
15.5 10/22/2021 Application section and IE Mode FAQ
Support Team questions
NEDSS Final Complete document rewrite
16.0 11/18/2022 Application to update all information to
Support Team current trends

Document Updates for Version 16.0

Section Notes

2.1 URL graphic updated to reflect Edge browser.
3.2 All subsections updated to reflect Edge browser.
4.0 All subsections updated to reflect Internet Options.

ﬁ pennsylvania
71| DEPARTMENT OF HEALTH Version 16.0 — 18 November 2022



Technical Bulletin Page 5 of 32

1 Executive Summary

The purpose of this document is to provide basic technical information and hints for
troubleshooting the implementation of the Pennsylvania National Electronic Disease
Surveillance System (PA-NEDSS).
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2 Security

2.1

2.2

PA-NEDSS is a highly secure web application that employs multiple layers of industry
best practices for security. In order to achieve this high security level, the PA-NEDSS
Team regularly reviews current trends in Internet threats and employs processes and
technology to counter these threats. Such security practices include enforcing strong
passwords, periodic password changes, secure data transmission, and industry
standard user authentication methods. Additionally, the Commonwealth uses
intrusion detection and prevention systems, multi-level firewalls, and user security
training.

Secure Sign-In: SSL and PA-NEDSS Security

Secure Sockets Layer (SSL) is a communications protocol for transmitting private
information over the Internet between the client and the server. SSL works by using
two keys to encrypt data that is transmitted over the connection. Microsoft Edge
supports SSL and displays a Lock icon © located to the left of the Address bar when
the web page is protected by an SSL connection. Uniform Resource Locators (URLS)
that require an SSL connection start with Hypertext Transfer Protocol Secure (https)
instead of Hypertext Transfer Protocol (http).

im] £ PA-NEDSSWelcome to PA-NEDS X | -

1ttps://viww.nedss.state.pa.us/NEDSS/ @ W o & & - =

Figure 2.1-1: Secured Web Page

All of the information exchanged with PA-NEDSS (including the username and
password during the logon process) is encrypted before being sent over the Internet.
No one can read or access the data that is being transmitted.

After the user signs in, PA-NEDSS keeps track of who the user is by using a
computer-generated key rather than the PA-NEDSS username. This key, a Globally
Unique Identifier (GUID), changes each time the user visits PA-NEDSS, which makes
it very difficult for anyone else to pose as the user.

Passwords and Usernames

Passwords expire every 60 days. The system notifies the user at each logon of an
impending password expiration beginning 25 days prior to the expiration date. At 60
days, the user will be redirected to the Password Change screen where the user must
change the password before access to PA-NEDSS is granted. When changing the
password, users are encouraged to also change the password hint.

If the user has forgotten his/her password, he/she can access the hint which is
located by clicking the “Forgot your password?” link on the PA-NEDSS Home Page.
The hint will be delivered to the e-mail address on file. The actual password will not
be sent via e-mail. After reviewing the hint, if the user still cannot recall his/her

V/F pennsylvania
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2.3

2.4

2.5

password, contact the PA-NEDSS Help Desk by calling 717-783-9171, Option 4 to
have the password reset.

Passwords must be at least twelve (12) characters long, contain at least one number
(0-9), and at least one uppercase and one lowercase letter (A-Z, a-z), and no
spaces. It cannot contain the username, the user’s first or last name, or match any
of the previous six passwords. It should be difficult for others to guess! The
password is also case sensitive.

PA-NEDSS accounts are locked after three failed logon attempts. Locked accounts
are unlocked automatically after twelve hours. Alternatively, users may call the PA-
NEDSS Help Desk (717-783-9171, Option 4) for assistance with unlocking the
account.

Security Question and Answer

Each PA-NEDSS user must answer a security question in order to use the application.
The security question and answer will assist the help desk in positively identifying
users who request password resets, other user account specific information or any
patient specific information. Once the security question and answer have been set,
they can be edited at any time via the Update User Profile link on the Administration
screen or the Edit User link in the upper right corner of any PA-NEDSS screen.

Browser Security Setting Requirements

In order to access PA-NEDSS, users may need to change the browser’s security
settings to make sure they are at the appropriate level. For Microsoft Edge, see
Section 3.2 to verify and/or change your browser settings. Additional settings for
Internet Options can be found in Section 4.

About Cookies

The cookies used by PA-NEDSS are not persistent. In other words, files are not
stored on the user’s computer. Cookies exist in the memory of the browser and as
soon as the browser is closed, PA-NEDSS cookies are discarded. Moreover, the
information stored in the cookie is not confidential; it is merely a unique number that
allows the server to keep track of the current session, which ensures that accurate
data is received.

V/F pennsylvania

DEPARTMENT OF HEALTH Version 16.0 - 18 November 2022



Technical Bulletin Page 8 of 32

3 System Requirements

3.1

3.2

Recommended System Requirements

The following list of system requirements is recommended, but not required, in order
to access PA-NEDSS:

Internet Connection
e T1 or greater broadband Internet connection

Computer Hardware
e 4 GB of Ram
e 500 MB of hard drive space
e For optimal viewing one of two settings should be used:
o 1366x768 resolution at 100% browser zoom only (this resolution is typical for
many laptops); or,
o 1920x1080 resolution at 100-150% browser zoom (zooming capability at this
resolution has been restored)

Computer Software

e Microsoft Windows 7 or later

e Microsoft Internet Explorer 10.0 or 11.0

e Microsoft Edge (using Internet Explorer Mode)
e Support for session cookies (non-persistent)

e Support for JavaScript

Internet Explorer Mode for Edge Browser

3.2.1 Checking Default Browser

Step Action

1. To check your computer default web browser, in the
Windows search bar type “Apps” and hit Enter.
2. Click Apps & Features.

Click Default Apps on the left side.

4. Ensure Microsoft Edge is selected as the Default Web
Browser (Figure 3.2.1-1).

| /]
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@ Home Default apps

Choose default apps

u Qutiook
IE Apps & festures
= Defautapps Maps
ML Offline maps: Maps
B3 Apps for websites
Music player
= Video playback
® [k

2 Sanup

3.2.2 Internet Explorer Mode Settings

Figure 3.2.1-1: Default Web Browser

Microsoft's Edge browser has a new compatibility mode called Internet Explorer
mode (IE mode). IE Mode appears under the settings menu (...), listed as reload in
Internet Explorer mode. This mode will display selected pages as they would appear
in Internet Explorer 11.

Step Action

1.

Open Microsoft Edge and click the (...) option in the upper
right-hand corner. The browser settings menu dropdown
appears. This selection may not appear according to local
group policy settings.

Click the Reload in Internet Explorer mode option to
reload the site as if it were running in IE 11
(Figure 3.2.2-1).

'; pennsylvania
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—
LY 5 B @ =

B Apps >
{:3 Extensions

Collections Ctrl+ Shift+Y
= Print Ctrl+P
[G Web capture Ctrl+Shift+5
@ Share

aj Find on page Ctrl+F
A Read aloud Ctel+Shift=U

E Relead in Internet Explorer mode

More tools >
E:,‘;S Settings
() Help and feedback >

Close Microsoft Edge

{3 Managed by your organization

Figure 3.2.2-1: Edge Settings Menu

When “Reload in Internet Explorer mode” is selected, a new window appears with a
slide switch option allowing the user to always open the page in IE mode. Sliding the
switch to the right will add the URL to the Internet Explorer compatibility list so the
browser will always apply IE mode when loading the site.
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3. Click the slide switch to add the NEDSS website to the IE
Mode list (Figure 3.2.2-2).

[ & PANIDSSWekometo PANEDS % | (53 Settings x|+
& C m S| ) hitps//weewnedss.state.paus/NEDSS
ﬁ Cor  This page is open in Internet Explorer
Ele mode
pen"sylvania Wek Mot pages work better in Microsoft Edge. For ronic Disease Surmillance System

securnty reazons, we recommend you leave this mode
B SO0N 85 youre Jane Browiing this page
Learn e

_
L
Us  Open thes page in Internet Explorer made
E et L ®
Pa
L

Firsi-time user of PA-

NEDSS?
dutreate your accoum
here.
o Manage
4 fast ans many “ L paEEword T
: [ Compatibiity Mode: IE5 IEALTH
Woa e SONNDINd 10
Prodisction L U._", Protected Mode: Cff
e D e e ] Zone: Tsted PAHEDSS wil be
1 unvailabls Sundry,
disease e ing here e sz t 290 P
pem and 9700 i - The PA-
HEDES applcation will be
FYimcy F e Laknn 58Mind o0 Sunday,
Commanwealth Privacy Policy Augisst 29, 2021 1 5:00

Department of Health's Exception o the P o scheduled

Commanwsalth Privacy Policy maintenance. During this
Bme, you will b whabls to
access PANEDSS. Hyou
haree any immediaiely

| Dizeane Reporting Tooks reportaile: o

during This outhge, pheise

contact your local health
departmant o call 1-577-

3 Government Sies e 1358

Figure 3.2.2-2: IE Mode Slide Switch

When NEDSS is loaded in IE Mode and running correctly after the settings have been
applied, there will be a blue IE icon that appears to the left of the NEDSS URL.

9 | & PA-NEDSSWelcome to PA-NEDE x| - - ] x

<~ C m @lﬁ https://www.nedss.state.paus/NEDSS/ @ o o & & b s

Figure 3.2.2-3: NEDSS Loaded in IE Mode

If these settings do not appear in the list as shown, or are greyed out and
inaccessible, sites can manually be entered by clicking Settings and Default
Browser. This will bring up the settings control which will allow the user to manually

add URL links to be loaded in Internet Explorer mode. The specific steps are listed in
Section 3.2.4.

'p" pennsylvania
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When a site is loaded in IE mode, there is an additional notification bar under the
URL address bar confirming the site is running in IE mode. Selecting X on the far
right of the bar removes the notification bar but does not remove the page from the
Internet Explorer compatibility list. Selecting Leave will remove the page from IE
mode and reload it in standard Edge mode.

1. Click X in the upper right-hand corner (Figure 3.2.3-1).
Do not click Leave, this will reload the site in standard

Edge mode.

[ & PA-NEDSSWelcometo PA-NEDS X | + = o

& G € | B nhitps//www.nedss.state.pa.us/nedss/ s @ 0 4| Notsyncing (@) -+

You're in Internet Explorer mode. Most pages work better in Microsoft Edge.
Commonwealth of Pennsylvania
Electronic Ditease Riptsbag

pennsylvania weiome to PaNEDss, pennsyanias version of e National £

DEPARTMENT OF HEALTH

Leamn more

Log On to PA-NEDSS

First.fime user of PA- User Name
NED:

DO NOT
o — CLICK LEAVE

E— T

e
‘an urgent situation to report, please call 1-877-PAHEALTH

I you have
(1-577-724.3256)

You sre connaced to:

Hrotuction Log On Details:
Learn more about Secure Sign.:

Connact o the laeming and

education senver

sass nitisgytiscs d Technical Bulletin

). Discase Reporting Tools

). Govemment Sites

Other Links
PA Childhood Lead Surveillance Annual Rey

How To Regi
PA-NEDSS Regiatration Procedures.
NEDSS Prime Contact Information Form

= Contact Us

Figure 3.2.3-1: IE Mode Notification Bar
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3.2.4 Setting IE Mode Manually

To view the list of sites assigned to load in IE mode, navigate to the Internet
Explorer compatibility list by selecting (...), Settings, and Default Browser. Users
can also navigate to this menu by selecting the Manage button in the IE mode pop-
up window (shown on Page 31). To add a site to this list, click the Add button. To
remove a site from this list, click the trash can icon.

Step Action

1. Click the Edge Settings Menu in the upper right-hand corner
(ans)

Click Settings near the bottom of the list.

In the left navigation list, click Default Browser
(Figure 3.2.4-1).

Settings Your profile b Add prokie
a |

| @ proties

be

Figure 3.2.4-1: Default Browser Settings

Step Action

4, In the right pane, got to the section Internet Explorer
Compatibility.

5. Under Let Internet Explorer open sites in Microsoft Edge,
choose Incompatible sites only (Recommended).

6. Under Allow sites to be reloaded in Internet Explorer mode
(IE mode), choose Allow from the dropdown.

7. Under Internet Explorer mode pages, click the Add button. In
the window that appears, enter the following sites as
applicable (Figure 3.2.4-2):
https://www.nedss.state.pa.us/NEDSS/ (NEDSS users)

https://www.nedsstest.state.pa.us/NEDSS/ (ELR onboarding)

'p’ pennsylvania
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Internet Explorer compatibility

o

Let Internet Explorer open sites in Microsoft Edge 2

Allow sites to be reloaded in Intemet Explorer mode (IE mode) @ &
Internet Explorer mode pages Add
B hips state paus/ a/29/2022 12/26/2022 W
I
W hitps fss.state paus/nedss/ 9/29/2022 W \rﬁ
9292022 12/28/2022 ﬁ

D https./fwww.nedsstest.state.pa.us/nedss,

Figure 3.2.4-2: IE Mode Settings

These settings will expire in 30 days or your organization’s configuration value. This
process will need to be completed again once expired. If the pop-up window below
displays, click the Add back button. If the pop-up window does not display, go to
itemized item below to view the list of sites.

Figure 3.2.4-3: IE Mode Expiration Prompt

*** As with most browser settings, IT Policies drive what options are available. If
any options listed in this document are greyed out or inaccessible, please contact the

local IT Department for support.

15 pennsylvania
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3.2.5 JavaScripting Settings

Step Action

1. Click the Edge Settings Menu in the upper right-hand
corner (...)

2. Click Settings near the bottom of the list.

3. In the left navigation list, click Cookies and Site
Permissions (Figure 3.2.5-1).

Settings Your profile A protile
[T Bearch ses
Work
| @ proies : PO —
arch, o

Figure 3.2.5-1: Cookies and Site Permissions Settings

Step Action

4, In the right pane, go to Site Permissions.

5. Got to the section All Permissions.

6. Click on JavaScript (Figure 3.2.5-2).
JR— _
: L )
@ Camera >
0 Microphone >
3 Motion or light sensors »
) Notifications >
G o >
@ imges >
(7 Pop-ups and redirects >

Figure 3.2.5-2: All Permissions Selections
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Step Action

7. Click the slide switch next to Allowed (recommended) to
activate it (Figure 3.2.5-3).

8. Click the back arrow next to Site permissions / JavaScript.

< Site permissions / JavaScript

Allowed (recommended) m‘ _

Black Add

Allow Add

Figure 3.2.5-3: JavaScript Slide Switch

3.2.6 Pop-up Blocker Settings

Step Action

1. Click the Edge Settings Menu in the upper right-hand
corner (...)

Click Settings near the bottom of the list.

In the left navigation list, click Cookies and Site
Permissions (Figure 3.2.6-1).

Settings Your profile
a |
Work
| @ profies 8 i

Figure 3.2.6-1: Cookies and Site Permissions Settings

WI pennsylvania
71| DEPARTMENT OF HEALTH Version 16.0 - 18 November 2022



Technical Bulletin

Page 17 of 32

Step Action

4, In the right pane, go to Site Permissions.
5. Got to the section All Permissions.
6. Click on Pop-ups and redirects (Figure 3.2.6-2).

@

@

Location >
Camera >
Microphone >
Motion or light sensors >
Notifications >
JavaScript >

Images >

Pop-ups and redirects _ >

Figure 3.2.6-2: All Permissions Selections

Step Action

7. Click the slide switch next to Block (recommended) to
activate it (Figure 3.2.6-3).

8. Under the Allow section, delete any rows that have a NEDSS
website URL.

9. Under the Allow section, click the Add button.

10. In the pop-up window, type: [*.]state.pa.us

11. Click the Add button to add the URL to the Allow list.

12. Verify the site has been added, the click the back arrow next
to Site permissions / Pop-ups and redirects.

ﬁ pennsylvania
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< Site permissions / Pop-ups and redirects
Block (recomm ended) & _
Block Add
Allow Add
[ e @
B [lstatepaus (=]

Figure 3.2.6-3: Pop-ups and redirects Settings

3.2.7 Clear Cookies and Browsing Data

Step Action

1. Click the Edge Settings Menu in the upper right-hand
corner (...)

2. Click Settings near the bottom of the list.

3. In the left navigation list, click Privacy, search, and
services (Figure 3.2.7-1).

Settings Your profile + Aod protie

Figure 3.2.7-1: Privacy, search, and Services Settings
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Step Action

4. In the right pane, under Clear browsing data click the
Choose what to clear button (Figure 3.2.7-2).

Set the Timeline at All Time in the dropdown.

6. Check all boxes and click Clear now. Once the clearing is
complete, the window will close.

7. Under Clear browsing data for Internet Explorer,
select the slide switch next to Clear chosen data ...
every time you exit Microsoft Edge to activate it. This
will automatically clear all IE Mode data every time you
close Edge.

Click the Choose what to clear button.

Check all boxes and click Delete. Once the clearing is
complete, the window will close.

10. After both sections are cleared, restart the computer.

Settings Clear browsing data

This inciudes history, passwords. cookies, and more, Ol data from this profile wil be deleted, Manage your

Clear browsing data now

Chooss what ta clear every time you close the browsar >

Clear browsing data for Internet Explorer

This includes cwords, cookies, and more. Chosen data for Internet Explorer and Intermet Explorer
Clear brow

Clear chosen da

Privacy

Select your privacy settings for Microsoft Edge: Leam more

Send Do Not Track” requests a

Allow sites to check if you have payment methods saved a

Figure 3.2.7-2: Clear Browsing Data Options
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4 Optional Settings for Internet Options

4.1

In the event that the settings applied to IE Mode in Edge do not fix any issues, the
following are some additional settings that can be applied that have proven to be
helpful.

Recommended Pop-Up Settings

The steps outlined below explain how to change the pop-up blocker settings in
Internet Explorer 11. Symptoms that may indicate changes to the settings should be
applied are as follows: a page or screen will not open when using the site, the page
may appear to freeze when a pop-up window should open or Internet Explorer closes
when the user tries to log into PA-NEDSS. Due to restrictions enforced on some
networks or machines, a user may need to contact their local desktop support team
to obtain further assistance.

Step Action

1. To verify and/or change settings, in the search field next
to the Windows icon, type Internet Options and hit
Enter. Click the Internet Options app and select the
Privacy tab.

2. Select the Settings button under the Pop-Up Blocker
section (Figure 3.3-2).

@ Internet Properties

General Security Privacy Content Connmections Programs Advanced
Settings -

-y
-®
Pop-up Blocker

| Prevent most pop-up windows from Settings
= appearing.

Sites Advanced

Turn on Pop-up Blocker

.ﬁ. Some settings are managed by your system administrator.

oK Cancel Apply

Figure 3.3-2: Select Pop-up blocker

'/5 pennsylvania
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Step Action

3. Type https://www.nedss.state.pa.us/NEDSS/ in the
Address of website to allow box. Click Add (Figure
3.3-3).

Type *.state.pa.us in the Address of website to allow
box. Click the Add button (Figure 3.3-3). Both sites will
be displayed in the Allowed sites section.

Deselect (uncheck) Show Notification bar when a pop-up
is blocked. Selected blocking level should be set to Low:
Allow pop-ups from secure sites.

Click the Close button to close the Pop-up Blocker
Settings window and return to the Internet Explorer
window.

Note: PA-ELR on-boarding users should also type
https://www.nedsstest.state.pa.us/ in the Address of
website to allow box and click Add.

@ Pop-up Blocker Settings *

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
é !l webstes by adding the site to the list below.

| Add

Allowed sites:

Remaove

Remove all...

Motifications and blocking level:

I [ Show Netffication bar when a pop-up is blocked. I

Blocking level:

Low: Allow pop-ups from secure sites w

Leam maore about Pop-up Blocker Close

Figure 3.3-3: Add URLs as Allowed
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4.2 The Security Tab

Step Action

1. To verify and/or change settings, in the search field next
to the Windows icon, type Internet Options and hit
Enter. Click the Internet Options app and select the
Security tab.

2.

Click the Trusted Sites v icon to display the Trusted
Site section. Click the Sites button to display the
Trusted Sites pop-up window and type
https://www.nedss.state.pa.us/NEDSS/ in the Add this
website to the zone box as a Trusted Site, click Add.
The web site address will now be displayed in the
Websites window.

Click Close to re-display the Internet Options window.

Note: PA-ELR on-boarding users should also add
https://www.nedsstest.state.pa.us/ as a Trusted Site.

& nternet Properties ? =

General Security Privacy Content Connections Programs  Advanced

Select a zone to view or chang

Internet  Local intranet f Trusted sites | Restricted

sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

‘fou have websites in this zone,

Sites

Security level for this zone
Allowed levels for this zone: Al

Low

- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

=a - Appropriate for sites that you absolutely trust

Custom level... Default level

Reset all zones to default level

@ Some settings are managed by your system administrator.

oK. Cancel Apply

Figure 3.2.1-1: Internet Options
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@Y Trusted sites > |

You can add and remove websites from this zone. All websites in

LY this zone will use the zone's security settings.
Add this website to the zone:
| Add
Websites:
https://pagov-files.sharepoint.com Remove
https://pagov-myfiles.sharepoint.com
Require server verification (https:) for all sites in this zone
Close

Figure 3.2.1-2: Trusted Sites

Step Action

3.

Next, verify that the security level for the Trusted Sites
zone is set to Medium (default). Click the Custom Level
button (Figure 3.2.1-1) to display the Security Settings
- Trusted Sites Zone pop-up window (Figure 3.2.1-3).
At the Reset Custom Settings section, if not set to
Low, select Low from the Reset to drop-down menu
(Figure 3.2.1-3) and click the Reset button.

Y Internet Properties ? *

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change.semdtibesatling=.

@ #| /IO

Internet  Localintranet Trusted sites | Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

‘fou have websites in this zone,

Sites

Security level for this zone
Allowed levels for this zone: Al

Low

- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

= - Appropriate for sites that you absolutely trust

Custom level... Default level

Reset all zones to default level

@ Some settings are managed by your system administrator,

oK Cancel Apply
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Settings

% \NET Framework A
&% Loose XAML
() Disable
(® Enable
O Prompt
g-ﬂ XAML browser applications
(O) Disable
(@ Enable
O Prompt
@3 %PS documents
(O) Disable
(® Enable
() Prompt
@ .MNET Framework-reliant components

B Permissions for components with manifests
1 Mieshla
< >

Reset custom settings

Reset to: Medium (default) ~ Reset...

oK Cancel

Figure 3.2.1-3: Security Settings

Step Action

4.

At the Security Settings — Trusted Sites Zone window
(Figure 3.2.1-3), set the following key security settings
related to scripting.

Scroll down to the Scripting section and set the following:
Active scripting set as Enable.

Allow Programmatic clipboard access set as Prompt.
Scripting of Java applets set as Enable.

Scroll down to the Miscellaneous section and set the
following:

Display mixed content set as Disable.

Click Ok to close the window (Figure 3.2.1-3) and return
to the Internet Options window.

Click Ok to close the Internet Options window (Figure
3.2.1-1) and return to the Internet Explorer window.

Note: This will change the settings for all Trusted Sites.
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@

Settings

o '3
&| Scripting

| Active scripting
() Disable
@) Enable
O Prompt

= Allow Programmatic cipboard access
() Disable
() Enable
@ Prompt

=]
() Disable
@) Enable

=]
(4 Picahla
< >

() Enable -

= | Alow websites to prompt for information using scripted wind: -

Reset custom settings

Reset to: Medium (default) ~ Reset...

Ok Cancel

@

Settings

@ Enable

=] Allow websites to prompt for information using scripted winde
() Disable
@ Enzble

=] Enable XS5 filter

@ Disable
T =

=] Seripting of Java applets
() Disable
@) Enable
O Prompt

T
52, Logon
() Anonymous logon

(T M rbnmnatic e el in T amet snme

() Disable A

Reset custom settings

Reset to! Medium {default) e Reset...

Ok Cancel

e

Settings

() Enable
@ Prompt
|| Allow websites to open windows without address or status b
() Disable
‘a

|| Display mixed content
(@) Disable
() Enable
O Prompt

() Disable
(@) Enable
|| Drag and drop or copy and paste filles

(O Dpisable
(@) Erahls

Ertificate selection when only one ce

() Disable -~

Reset custom settings

Reset to: Medium (default) ~ Reset...

579 Cancel

Figure 3.2.1-4: Security Settings
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4.3 The Advanced Tab

Step Action

1. To verify and/or change settings, in the search field next
to the Windows icon, type Internet Options and hit
Enter. Click the Internet Options app and select the
Advanced tab.

2. Scroll down to the HTTP settings section and place a
checkmark M next to the following (Figure 3.2.2-1):
Use HTTP 1.1 (both options) and Use HTTP2

@ Internet Properties ? *

General Security Privacy Content Connections Programs Advanced

Settings

[ Use inline AutoComplete -
Use Passive FTP (for firewall and DSL modem compatibility
[ o 1
|| HTTP settings
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
lUse HTTP2
= . I
[ Always show encoded addresses
[] send IDN server names for Intranet URLS
Send IDN server names for non-Intranet URLs
Send URL path as UTF-8
[1 send UTF-8 query strings for Intranet URLs
[ send UTF-& query strings for non-Intranet URLs
dg Multimedia
Enable alternative codecs in HTMLS media elements
Enable automatic image resizing
Flay animations in webpages
Flay sounds in webpages

M1 sheaw imane Arwnlaad nlarshalders
< >

L

Restore advanced settings

OK Cancel Apply

Figure 3.2.2-1: HTTP Section
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Step Action

3. Next, scroll down to the Security section and verify the following
(Figure 3.3.2-2):
e There should be no checkmark [ next to Do
not save encrypted pages to disk, Use SSL
3.0, Use SSL 1.0, and Use TLS 1.3

Click Ok to close the Internet Options window and return
to the Internet Explorer window.

Y Internet Properties ? *

General Security Privacy Content Connections Programs Advanced

Settings

[ Allow software to run or install even if the signature is inv A
] Block unsecured images with other mixed content
Check for publisher's certificate revocation

Check for server certificate revocation
[ el frr o

mpty Temporary Internet Fles folder when browser is de
Enable DOM Storage
Enable Integrated Windows Authentication
Enable native XMLHTTP support
prack requests to sites you visit in Internet E

[] usessL3.0
[ useTLs 1.0
52 ;
Use TLS 1.2
[] use TLS 1.3 (experimental)

Warn about certificate address mismatch

] warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n v

< >

Restore advanced settings

0K Cancel Apply

Figure 3.2.2-2: Security Section
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4.3 Advanced Settings for Local IT Group Policy

If the PA-NEDSS web application still does not work properly in
Edge, set up EDGE Enterprise Compatibility Mode List setting.

Your organization’s IT will need to setup this setting.

Step Action

1. Open Edge and type: edge://compat/enterprise

2. Using an XML editor, create an XML file with the lines
listed in the screenshot below to setup Enterprise
Compatibility Mode List setting.

3. Compat-mode line is the DEFAULT IE MODE line.

IE11Enterprise

IE11

url=

IE11Enterprise

4, After the change is applied, close all open web browsers
and save all work, restart the computer.

5. After logging back in, open Edge and load NEDSS.
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5 Frequently Asked Questions

Users should also beware of Phishing attacks. Phishing attacks are “spoofed” e-
mails that appear to come from a legitimate source asking to provide or confirm
confidential information such as PA-NEDSS usernames and passwords. If users
receive a suspicious e-mail concerning PA-NEDSS, please call the Help Desk at 717-
783-9171 immediately. Do not respond to any e-mails from unknown senders. DOH
Staff will never send e-mails or call asking for confidential information or account
information such as usernames or passwords. If an e-mail appears to have come
from a DOH Staff member requesting this type of information, please treat it as a
Phishing attack. Also, always remember never to enter PA-NEDSS usernames or
passwords into any site other than the PA-NEDSS log in screen at
https://www.nedss.state.pa.us. Lastly, be sure not to click any links contained in e-
mails which appear to be a Phishing attack.

Question: Who determines the access rights for users, or do all users have the
same level of access?

Answer: All hospital, laboratory, and physician users have the same level of access
- users can see data that anyone in their organization has entered in PA-NEDSS.
Users are allowed to view and update data that someone in their licensed
organization has created, or where they have a unique identifier (accession #) and
the patient’s last name. A hospital and a laboratory are considered to be separate
organizations even though they are under the same management chain; Public
Health Staff have different access rights determined by their supervisors.

Question: When do passwords expire and are users prompted to change them?

Answer: Passwords expire every 60 days. At that time, users will be redirected to a
screen where they must change their password before logging on to the site. The
system will notify the user at each log on of an impending password expiration
beginning 25 days prior to the expiration date.

Question: Who terminates user accounts when employees are terminated or no
longer need access to PA-NEDSS?

Answer: Users should contact the PA-NEDSS Help Desk at 717-783-9171 to report
that an employee has left. The user’s account will be disabled by the Department of
Health Security Officer.

Question: Will my organization’s firewalls interfere with the use of PA-NEDSS?

Answer: Firewalls may or may not pose an issue in using PA-NEDSS. In order to
work successfully, the firewall must be able to pass traffic on TCP port 443 (SSL
traffic for secure Web browsing). This port is typically open, but if users are having
trouble accessing PA-NEDSS, they should check with their firewall administrator or
contact their information technology department.
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Question: How does my account become locked?

Answer: PA-NEDSS accounts will become locked after three failed attempts to log
on to PA-NEDSS. Account will become unlocked automatically after 12 hours or users
may call the PA-NEDSS Help Desk at 771-783-9171, Option 4 for assistance with
unlocking their account.

Question: What is the process to follow if someone believes his or her password
was compromised?

Answer: The user can change his/her password from the Change Password link on
the Administration page or by contacting the PA-NEDSS Help Desk at 717-783-9171,
Option 4 to reset their password.

Question: This bulletin describes usage of the PA-NEDSS application in the Internet
Explorer browser, but Microsoft is dropping support for this browser in June 2022.
PA-NEDSS does not run correctly in other browsers currently. What is happening
with the application going forward?

Answer: The PA-NEDSS Application Support Team is currently working to update
the application to run correctly in modern browsers, concentrating on the now
standard Microsoft Edge browser. The application will run correctly in Edge prior to
Internet Explorer’s retirement date of June 2022. Following the work with Edge, the
Team will turn to performing updates for the application to work properly in other
standard browsers such as Chrome and Firefox.

Question: My IT Department has removed the Internet Explorer browser due to
Microsoft dropping support for it in the near future. We are required to use the Edge
browser but PA-NEDSS does not work correctly in Edge. What should I do?

Answer: Microsoft Edge has included a new feature called Internet Explorer Mode,
which reloads designated pages as if they were opened in Internet Explorer 11. Use
of this mode is described in Section 3.3 above. This mode has been tested by the
PA-NEDSS Application Support Staff and has been shown to fix all issues PA-NEDSS
users currently encounter when running the application in the Edge standard
browser.

Question: What are some frequent downstream effects within the PA-NEDSS
application when the browser and/or settings are not updated?

Answer: Registration fails when trying to log in, user is unable to search and
produce results, the inbox says amount but does not display results, when trying to
submit reports during the address verification service PA-NEDSS does not allow you
to advance and does not display in system.

Question: What do you do if your settings are managed by your organization and
are unable to change your browser or settings?

Answer: After following the attachment, reach out to your IT Department and
forward this document so they can update your settings.

v&’ pennsylvania
.| DEPARTMENT OF HEALTH Version 16.0 - 18 November 2022



Technical Bulletin Page 31 of 32

Question: What browser would you use if you are a MAC user and cannot access
PA-NEDSS?

Answer: First option, How to install Virtual Box on Windows 10. Download
VirtualBox software to your device and select Windows 10 and Edge. Then setup
Edge using our Technical Bulletin. When exiting, select “"save machine session”. Then
when you log back, in the Edge settings will be intact.

Another option: Download Microsoft Edge Web Browser | Microsoft
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6 Contact Information

Users can make suggestions or communicate technical problems using a web form
accessible from the Contact Us link from any PA-NEDSS screen.

The PA-NEDSS Help Desk can be reached by calling 717-783-9171, Option 4, or via
email at ra-dhNEDSS@pa.gov.
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